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1. [bookmark: _Toc220937656]Document Purpose
The purpose of this document is to describe the User Acceptance Testing (UAT) process for PENGADAAN PERANGKAT NETWORK IT AREA dan Kantor Pusat. Tests are performed to enable the user to validate that the device meets the agreed acceptance criteria.
.


2. [bookmark: _Toc220937657]Project Overview
This document is a User Acceptance Test (UAT) document for the “PENGADAAN PERANGKAT NETWORK IT AREA dan Kantor Pusat” project using Huawei. This document was created to verify and test the simulation results of the BHp planning and PT. Bank Mandiri (PERSERO), Tbk for implementation in the project mentioned above. 

The User Acceptance Test (UAT) will be carried out based on test scenario that has been approved and agreed by Integra and PT. Bank Mandiri (PERSERO), Tbk. This UAT requires multiple tests with different roles depending on the testing type. Each test will be described in details with success or failure criteria in the expected result section, additional notes can be added in the notes section.



3. [bookmark: _Toc220937658]Operation Guide
3.1 [bookmark: _Toc220937659]Device Management Acceptance 
3.1.1 [bookmark: _Toc220937660]Port Status
	Objective
	To make sure all port can light up.

	Test Networking Diagram
	[image: ]

	Prerequisites
	The switch has started.
You have logged in to the switch from console or remotely.
Undo shutdown all port

	Procedure
	Plugin cabling connected with client , and makesure status port up .

	Expected Results
	ACS-17904-01
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
ACS-17904-02
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	Test Description
	All displayed parameters depend on the device status.



3.1.2 [bookmark: _Toc220937661]Display of the Hardware Status
	Objective
	To test the power supply redundancy function.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch from console or remotely.

	Procedure
	Run the display device command to check information about the system hardware.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	Power cannot tested due to build-in PSU type



3.1.3 [bookmark: _Toc220937662]Power Supply Redundancy (If Available)
	Objective
	To test the power supply redundancy function.

	Test Networking Diagram
	

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Prerequisites
	The switch is powered on.
2.	You have logged in to the switch from console or remotely.

	Procedure
	Install two PSUs on the switch and connect the power cables to the PSUs.
Power on the switch and login using console or remote.
Remove the power cable from one of the PSUs.

	Test Description
	Power cannot tested due to build-in PSU type



3.1.4 [bookmark: _Toc220937663]Interface Card
	Objective
	To test the interface card working properly.

	Test Networking Diagram
	


	Prerequisites
	The Switch to be tested starts normally.
You have logged in to the Switch from a PC.

	Procedure
	Run the display elabel command in any view to view the electronic labels of the entities on the Switch.

	Expected Results
	ACS-17904-01
[image: ]

ACS-17904-02
[image: ]

	Test Description
	



3.2 [bookmark: _Toc220937664]System Management Acceptance
3.2.1 [bookmark: _Toc220937665]Date & Time
	Objective
	To test the date and time is correct.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.

	Procedure
	Run the display ntp-service status command on the switch to view the ntp synchronize information
Run the display clock command on the switch to view the system time.

	
Expected Results
	ACS-17904-01
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ACS-17904-02
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	Test Description
	


[bookmark: _Toc220937666]
3.2.2 LLDP
	Objective
	To test LLDP neighbor discovery

	Test Networking Diagram
	


	Prerequisites
	The Switch is the device to be test supporting LLDP.
LLDP enabled in global configuration.

	Procedure
	Run the display lldp neighbor command on the switch to check the neighbor.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	



3.3 [bookmark: _Toc220937667]Administrative Configurations Acceptance
3.3.1 [bookmark: _Toc220937668]Hostname
	Objective
	To test the Hostname is correct.

	Test Networking Diagram
	


	Prerequisites
	Sysname configured in global configuration.

	Procedure
	Run the display current-configuration command on the switch to check the hostname.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	



3.3.2 [bookmark: _Toc220937669]Banner
	Objective
	To test the Banner is correct.

	Test Networking Diagram
	


	Prerequisites
	Header Login and Header Shell files are copied to the switch
Banner is configured on the global configuration of the switch  

	Procedure
	Login to the Switch by using console or terminal remote.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	


3.3.3 [bookmark: _Toc220937670]Password
	Objective
	To test local username and password is already configured.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
local username and password is already configured in aaa section.
user-interface console and vty authentication using aaa.

	Procedure
	Logged in to the switch using ssh from a PC using local user Mandiri and password Mandiri123

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	



3.3.4 [bookmark: _Toc220937671]Interface Description
	Objective
	To test the Interface Description is correct.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.
Interface description has configured on the switch.

	Procedure
	Run the display interface description command on the switch to view all interface description.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	




3.4 [bookmark: _Toc220937672]Terminal Service Acceptance
3.4.1 [bookmark: _Toc220937673]SSH Connection
	Objective
	To test the SSH function.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
The switch has registered to Tacacs server.
The user-interface vty authentication using aaa.

	Procedure
	Logged in to the AGT switch Plaza Mandiri
From AGT switch, remote to target switch using ssh with credential from tacacs user. 

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	



3.5 [bookmark: _Toc220937674]Ethernet Function Acceptance
3.5.1 [bookmark: _Toc220937675]Link Type of an Interface
	Objective
	To check switching mode characteristics.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.

	Procedure
	Run the display stp instance 0 brief on the switch to view port role of stp.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-01
[image: ]

	Test Description
	



3.5.2 [bookmark: _Toc220937676]MAC Addresses
	Objective
	To test switch can learn mac address from end-point that connected to the switch or from neighbor switch.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.

	Procedure
	Run the display mac-address command on the switch to view database of mac address learning.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	


[bookmark: _Toc220937677]





3.6 Switching Acceptance
3.6.1 [bookmark: _Toc220937678]VLAN
	Objective
	To test vlan database already configured.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Vlan-id and vlan-name has configured

	Procedure
	Run the display vlan command to check the vlan database.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-01
[image: ]

	Test Description
	



3.6.2 [bookmark: _Toc220937679]VLAN Trunking
	Objective
	To test trunking port has configured on the switch 

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
2.	Trunk interface has configured on uplink port witch specific vlan.

	Procedure
	Run the display port vlan command to check the port type (trunk/access)

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	



3.6.3 [bookmark: _Toc220937680]InterVLAN Routing
	Objective
	To test the IP Management switch has routed to AGT switch

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Default gateway has configured on the switch.

	Procedure
	Run the display ip routing-table command to check the routing table.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	


 
3.7 [bookmark: _Toc220937681]Hardening Acceptance
3.7.1 [bookmark: _Toc220937682]  Console port
	Objective
	To test login through console port with password authentication

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
User interface console has configured on the switch.

	Procedure
	Use serial console cable.
Login to the switch using tacact user.
Run the display current-configuration configuration user-interface feature line command to verify console port config.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	


[bookmark: _Toc220937683]  



3.7.2 Tacacs Integration
	Objective
	To test command-line authorization for users based on the HWTACACS Protocol

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Tacacs profile has configured on the switch.

	Procedure
	Run the display hwtacacs-server template mandiri command to check switch has integrated to tacacs server.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	



3.7.3 [bookmark: _Toc220937684]  SSH Policy
	Objective
	To test ACL on user interface vty working properly.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
SSH has configured on the switch
Access-list at user-interface has configured on the switch.

	Procedure
	Login to Aggregator switch.
Run the stelnet [ip address] command to test remote access switch.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]




3.7.4 [bookmark: _Toc220937685]  SNMP Policy
	Objective
	To check ACL on snmp-agent has configured.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
ACL has applied on SNMP Agent configuration.

	Procedure
	Run the display acl 2010 command to verify permitted source addresses.
Run the display snmp-agent community command to verify ACL has added on snmp configuration.

	Expected Results
	ACS-17904-01
[image: ]
[image: ]
ACS-17904-02
[image: ]
ACS-17904-02
[image: ]

	
	



3.7.5 [bookmark: _Toc220937686] Telnet Policy
	Objective
	To test telnet service has disabled.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Telnet server configuration has disabled.

	Procedure
	Login to AGT Switch on Plaza Mandiri.
Run the telnet [ip address] command to test login to access switch.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
	




3.7.6 [bookmark: _Toc220937687]  Logging
	Objective
	To verify logging switch has configured properly.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Logging has configured.

	Procedure
	Login to access switch.
Run the display current-configuration filter info-center command to verify logging has configured properly.

	Expected Results
	ACS-17904-01
[image: ]
ACS-17904-02
[image: ]

	Test Description
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<ACS-17904-01>d1s mac-address interface GE 1/0/1
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

dynamic MAC learned time in seconds

Total items: 0
<ACS-17904-01>dis mac-address interface GE 1/0/2
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-01>d1is mac-address interface GE 1/0/3
Flags: * - Backup

# - forwarding logical interface, operations cannot be performed based
on the interface.

dynamic MAC learned time in seconds

Total items: 0
<ACS-17904-01>dis mac-address interface GE 1/0/4
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

d050-99¢c9-ccof 10/-/- GE1/0/4 dynamic 166862
de50-99c9-ccal 10/-/- GE1/0/4 dynamic 166862

Total items
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<ACS-17904-01>dis mac-address interface GE 1/6/5
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 6
<ACS-17904-01>dis mac-address interface GE 1/0/6
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 6
<ACS-17904-01>dis mac-address interface GE 1/0/7
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 6
<ACS-17904-01>dis mac-address interface GE 1/0/8
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: O
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Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

<ACS-17904-01>dis mac-address interface GE 1/0/10
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 6
<ACS-17904-01>dis mac-address interface GE 1/0/11
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: ©
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<ACS-17904-01>d1s mac-address interface GE 1/0/12
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD bridge-domain  Age : dynamic MAC learned time in seconds

50af-7348-d041 10/-/- GE1/0/12 dynamic 168487
Total items: 1
<ACS-17904-01>dis mac-address interface GE 1/6/13
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
: dynamic MAC learned time in seconds

Total items: 0
<ACS-17904-01>dis mac-address interface GE 1/0/14
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-17904-01>dis mac-address interface GE 1/6/15
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
: dynamic MAC learned time in seconds

Total items: ©
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<ACS-17904-01>d1s mac-address interface GE 1/0/16
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-01>dis mac-address interface GE 1/0/17
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-17904-01>dis mac-address interface GE 1/0/18
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: ©
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<ACS-17904-01>d1s mac-address interface GE 1/0/19
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-17904-01>dis mac-address interface GE 1/6/20
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

Total items: 1
<ACS-17904-01>dis mac-address interface GE 1/6/21
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age





image10.png
<ACS-17904-01>d1s mac-address interface GE 1/0/22
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address

040e-3cle-9al7 10/-/- GE1/0/22 dynamic 166438
0418-9269-7e3c 10/-/- GE1/0/22 dynamic 166439
1860-247f-b91le 10/-/- GE1/0/22 dynamic 166439
1860-2482-385c 10/-/- GE1/0/22 dynamic 58346

Total items: 4
<ACS-17904-01>dis mac-address interface GE 1/0/23
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD bridge-domain  Age : dynamic MAC learned time in seconds

Total items: 1
<ACS-17904-01>dis mac-address interface GE 1/6/24
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

dynamic MAC learned time in seconds

Total items: ©
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<ACS5-17904-02>d1s mac-address interface GE 1/0/1
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-02>d1s mac-address interface GE 1/0/2
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

[¢]
<ACS-17904- 02>d15 mac-address interface GE 1/0/3
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-02>d1s mac-address interface GE 1/0/4
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: 0O
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<ACS-17904-02>dis mac-address interface GE 1/0/5
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

Total items: @
<ACS-17904-02>d1s mac-address interface GE 1/0/6
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: @
<ACS-17904-02>d1s mac-address interface GE 1/0/7
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: @
<ACS-17904-02>d1s mac-address interface GE 1/0/8
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: 0O




image13.png
<ACS-17904-02>dis mac-address interface GE 1/0/9
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age
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<ACS-17904-02>d1s mac-address interface GE 1/0/10
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-02>d1s mac-address interface GE 1/0/11
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: ©
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<ACS-17904-02>d1s mac-address interface GE 1/0/12
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-02>dis mac-address interface GE 1/0/13
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-02>dis mac-address interface GE 1/0/14
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

BD : bridge-domain  Age : dynamic MAC learned time in seconds
MAC Address VLAN/VSI/BD Learned-From Type Age
1860-247f-b91e 10/-/- GE1/0/14 dynamic 181935

Total items: 1
<ACS-17904-02>dis mac-address interface GE 1/0/15
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

Total items: 0
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<ACS-17904-02>dis mac-address interface GE 1/0/16
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

BD : bridge-domain  Age : dynamic MAC learned time in seconds
MAC Address VLAN/VSI/BD Learned-From Type Age
1860-2482-385¢c 10/-/- GE1/0/16 dynamic 43944

Total items: 1
<ACS-17904-02>dis mac-address interface GE 1/0/17
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-17904-02>dis mac-address interface GE 1/0/18
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: 0
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<ACS-17904-02>dis mac-address interface GE 1/0/19
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-17904-02>dis mac-address interface GE 1/0/20
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-17904-02>dis mac-address interface GE 1/6/21
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: O
<ACS-17904-02>dis mac-address interface GE 1/0/22
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

BD : bridge-domain  Age : dynamic MAC learned time in seconds
MAC Address VLAN/VSI/BD Learned-From Type Age
040e-3cle-9al7 10/-/- GE1/0/22 dynamic 182059

Total items: 1
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<ACS-17904-02>d1s mac-address interface GE 1/0/23
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-17904-02>dis mac-address interface GE 1/0/24
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.

BD : bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age
0080-8768-9d44 10/-/- GE1/0/24 dynamic 744
0418-9269-849c 10/-/- GE1/0/24 dynamic 485
1860-247f-b6da 10/-/- GE1/0/24 dynamic 72484
d050-99c9-cc9f 10/-/- GE1/0/24 dynamic 179861
d050-99c9-ccal 10/-/- GE1/0/24 dynamic 180058
e4ad-1c8f-2501 10/-/- GE1/0/24 dynamic 180067

Total items: 6
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<ACS-17904-01>display device
CloudEngine S5735-5-V2's Device status:

Slot Card Type Online Power Register Alarm Primary
1 - 55735-524P4XE-V2 Present On Registered Normal Master
FAN1 FAN Present On Registered Normal NA
FAN2 FAN Present On Registered Normal NA

PWR1 PAC600S56-EB Present On Registered Normal NA
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<ACS-17904-02>display device
CloudEngine S5735-5-V2's Device status:

Slot Card Type Online Power Register Alarm Primary
iL - 55735-524P4XE-V2 Present On Registered Normal Master
FAN1 FAN Present On Registered Normal NA
FAN2 FAN Present On Registered Normal NA

PWR1 PAC600S56-EB Present On Registered Normal NA
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<ACS-17904-01>display device power

Slot PowerNo Present Mode State Current Voltage ActualPower RatedPower
(Ampere) (Volt) (Watts) (Watts)

il PWR1 YES! Front-to-Back
PWR2 == ==
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<ACS-17904-02>d1isplay device power

Slot PowerNo Present Mode State Current Voltage ActualPower RatedPower
(Ampere) (Volt) (Watts) (Watts)

il PWR1 YES! Front-to-Back
PWR2 == ==
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<ACS-17904-01>display device elabel

[Slot_1]
/$[ArchivesInfo Version]
/$ArchivesInfoVersion=3.0

[Board Properties]

BoardType=55735-S24P4XE-V2

BarCode=4E2610048606

Ttem=98012030-001

Description=Data Communication,S5735-524P4XE-V2,55735-524P4XE-V2,55735-524P4XE-
V2 (24*10/100/1000BASE-T ports(PoE+), 4*10GE SFP+ ports, 2*12GE stack ports, wi
thout power module, Specially protected models)

Manufac tured=2026-01-21

VendorName=Huawe i

IssueNumber=00

CLEICode=

BOM=

Model=55735-524P4XE-V2

/$Elabelversion=4.0

[Port_166E1/6/1]
/$[ArchivesInfo Version]
/$ArchivesInfoVersion=3.0

[Board Properties]
BoardType=
BarCode=

Item=

Description=
Manufactured=
VendorName=
IssueNumber=
CLEICode=

BOM=

Model=
/¢FlabelVersion=4.0
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<ACS-17904-02>display device elabel

[Slot_1]
/$[ArchivesInfo Version]
/$ArchivesInfoVersion=3.0

[Board Properties]

BoardType=55735-524P4XE-V2

BarCode=4E2610048504

Item=98012030-001

Description=Data Communication,S$5735-524P4XE-V2,55735-524P4XE-V2,55735-S24P4XE-V2 (24%10/100/1000BASE
-T ports(PoE+), 4%10GE SFP+ ports, 2*12GE stack ports, without power module, Specially protected mode
s)

Manufactured=2026-01-21

VendorName=Huawe i

IssueNumber=00

CLEICode=

BOM=

Model=55735-524P4XE-V2

/$ElabelVersion=4.0

[Port_10GE1/0/1]
/$[ArchivesInfo Version]
/$ArchivesInfoVersion=3.0

[Board Properties]
BoardType=
BarCode=
Item=
Description=
Manufactured=
VendorName=
IssueNumber=
CLEICode=
BOM=

Model=
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<ACS-17904-01>display ntp status

clock status: synchronized

clock stratum: 2

reference clock ID: 10.254.250.138
nominal frequency: 100.0000 Hz

actual frequency: 100.0000 Hz

clock precision: 2°14

clock offset: 15.1539 ms

root delay: 23.18 ms

root dispersion: 65.25 ms

peer dispersion: 0.00 ms

reference time: 17:50:14.396 UTC Mar 10 2026(ED5AD856.65743E96)
synchronization state: clock synchronized
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<AC5-17904-01>display clock
2026-03-11 01:00:24+07:00
Wednesday

Time Zone(IND WIB) : UTC+67:00
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<ACS-17904-02>d1splay ntp status

clock status: synchronized

clock stratum: 2

reference clock ID: 10.254.250.138
nominal frequency: 100.0000 Hz

actual frequency: 100.0000 Hz

clock precision: 2717

clock offset: -1.2641 ms

root delay: 23.22 ms

root dispersion: 28.69 ms

peer dispersion: 0.00 ms

reference time: 20:39:24.117 UTC Mar 10 2026(ED5AFFFC. 1E1858BC)
synchronization state: clock synchronized
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<ACS-17904-02>display clock

2026-03-11 03:41:44+07:00

Wednesday

Time Zone(IND_WIB) : UTC+07:00
<ACS-17904-02>display 1ldp neighbor brief

Local Interface Exptime(s) Neighbor Interface Neighbor Device
GE1/0/14 3079 1860-247f-b91le
GE1/0/16 3190 1860-2482-385c
GE1/0/22 2960 040e-3cle-9al7

GE1/0/24 112 GE1/0/22 ACS-17904-01
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<ACS-17964-01>display lldp neighbor brief
Local Interface Exptime(s) Neighbor Interface Neighbor Devic

GE1/0/12 3098 50af-7348-do41
GE1/0/20 3129 1860-247f-b6da
GE1/0/22 112 GE1/0/24 ACS-17904-02
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<ACS-17904-02>dis 11 n b

Local Interface Exptime(s) Neighbor Interface Neighbor Device
GE1/0/14 2782 1860-247f-bole
GE1/0/16 2892 1860-2482-385C
GE1/0/22 3601 040e-3cle-9al7

GE1/0/24 100 GE1/0/22 ACS-17904-01
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<ACS-17904-01>display current-configuration

1Software Version V60ORO24CEOSPC500

ILast configuration was updated at 2026-01-21 ©1:07:24+07:00 by SYSTEM automati
cally

ILast configuration was saved at 2026-81-21 01:40:45+07:00

#

pki realm default

#

clock timezone IND_WIB add 07:00:00
#

sysname ACS-17904-01

#

dhcp enable

#

undo ftp server source all-interface

undo ftp ipv6 server source all-interface
#

stp vian 1 disable

#
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<ACS-17904-02>display current-configuration

!Software Version V600R024COOSPC500

!Last configuration was updated at 2026-01-21 00:37:31+07:00 by SYSTEM automatically
!Last configuration was saved at 2026-01-21 01:17:00+07:00
#

pki realm default

#

clock timezone IND_WIB add 07:00:00

#

sysname ACS-17904-02

#

dhcp enable

#

undo ftp server source all-interface

undo ftp ipv6 server source all-interface

#

stp vlan 1 disable

#
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<PM-04CC-AGT>stel -a 10.204.1.16 10.181.5.21

Trying 10.181.5.21 ...

Press CTRL + K to abort

Connected to 10.181.5.21 ...

The server's key fingerprint is ssh-rsa 4096 JrayCRhgXPrvZRnkwddgEWhUXUw/PR/zqLUTZBHQUSH.
The server is not authenticated. Continue to access it? [Y/NI: y

Save the server's public key? [Y/NI: n

Please input the username: 1895685121
Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!

Enter password:
PR

* This System is Property of Bank Mandiri Tbk. *
* Access is restricted to Autorized Person Only *
* Unauthorized Access is Prohibited *
* ALl unauthorized attempt to access this system will be *

logged and investigated. *
* Violators will be prosecuted in conformance with local law *

FRERKARAR

"Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!"

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number of terminal users online is 1.
The current login time is 2026-03-11 0: 47+07:00.
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<PM-04CC-AGT>stel -a 10.204.1.10 10.181.5.22

Trying 10.181.5.22 ...

Press CTRL + K to abort

Connected to 10.181.5.22 ...

The server's key fingerprint is ssh-rsa 4696 bG/RAnDIOaB/16W/FGSV2ibX31RsmMuHDuinfrOEASS

The server is not authenticated. Continue to access it? [Y/N]: y
Save the server's public key? [Y/N]: n

Please input the username: 1895685121
Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!

Enter password:
e

* This System is Property of Bank Mandiri Tbk. *
* *
* Access 1s restricted to Autorized Person Only *
* Unauthorized Access is Prohibited *
* *

AU unauthorized attempt to access this system will be
* logged and investigated. *

* Violators will be prosecuted in conformance with local law *
ek kA o ok

“Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!"

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and
total number of terminal users online is 1.
The current loain time is 2026-03-12 01:42:02+07:00.
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<ACS-17904-01>display current-configuration all | include local-user

local-user mandiri password irreversible-cipher $1d$3;.uYy4J$W5\N5<7$5]D3VUV~a
XMS'_":hbc*%]@/4,EL1Zr. , (' s23r4$

local-user mandiri password-force-change disable

local-user mandiri privilege level 3

local-user mandiri service-type terminal ssh
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<ACS-17904-02>display current-configuration all | include local-user

local-user
~s™(j(jHO$
local-user
local-user
local-user

mandiri password irreversible-cipher $1d$Ty"E8<6)=S/a\.A|$psGB)A>;ad'ND$W1T|6705Pr!P3f>Wh

mandiri password-force-change disable
mandiri privilege level 3
mandiri service-type terminal ssh
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<ACS-17904-01>display interface description

PHY: Physical
*down: administratively down
~down: standby
(1): loopback
(s): spoofing
(b): BFD down
(e): ETHOAM down
: Dampening Suppressed
: port alarm down
: DLDP down
: CFM down
: MACsec down
error down
: LBDT block
Interface
10GE1/0/1
10GE1/0/2
106GE1/0/3
10GE1/0/4
10GE1/0/5
10GE1/0/6
GE1/0/1
GE1/0/2
GE1/0/3
GE1/0/4
GE1/0/5
GE1/0/6
GE1/0/7
GE1/0/8
GE1/0/9
GE1/0/10
GE1/0/11
GE1/0/12
GE1/0/13
GE1/0/14
GE1/0/15
GE1/0/16
GE1/0/17
GE1/0/18
GE1/0/19
GE1/0/20
GE1/0/21
GE1/0/22
GE1/0/23
GE1/0/24
NULLO
Stack-Port1/1
Stack-Port1/2
Vlianif1e

PHY
down
down
down
down
down
down
down
down
down
up
down
down
down
down
up
down
down
up
down
down
down
down
down
down
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up
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up
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down
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Protocol Description
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ACS-02 ##
UPLINK ##
UPLINK ##
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<ACS-17904-02>display interface description

PHY: Physical
*down: administratively down
~down: standby
(1): loopback
(s): spoofing
(b): BFD down
(e): ETHOAM down
(d): Dampening Suppressed
(p): port alarm down
(dl): DLDP down
(c): CFM down
(ms): MACsec down
(ed): error down
(lb): LBDT block
Interface
16GE1/6/1
16GE1/0/2
16GE1/6/3
16GE1/0/4
16GE1/0/5
16GE1/6/6
GE1/0/1

GE1/0/2

GE1/0/3

GE1/0/4

GE1/0/5

GE1/0/6

GE1/0/7

GE1/0/8

GE1/0/9

GE1/0/10
GE1/0/11
GE1/0/12
GE1/0/13
GE1/0/14
GE1/0/15
GE1/0/16
GE1/0/17
GE1/0/18
GE1/0/19
GE1/0/20
GE1/0/21
GE1/0/22
GE1/0/23
GE1/0/24

NULLO
Stack-Port1/1
Stack-Port1/2
Vianif10

PHY
down
down
down
down
down
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down
down
down
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down
down
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down
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Protocol Description
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<PM-04CC-AGT>stelnet 10.181.5.21

iELyangs 167984755 "9 4 s

Press CTRL + K to abort

Connecitedtol 107418 15572 1R

The server's key fingerprint is ssh-rsa 4096 J
rayCRhgXPrvZRnkwddgEWhUX1w/PR/zqLU1ZBHQV5M.
The server is not authenticated. Continue to a
ccess it? [Y/N]:

Info: Session 1is disconnected.
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<PM-04CC-AGT>stel 10.181.5.22
Trying 10.181.5.22 ...
Press CTRL + K to abort

Connected to 10.181.5.22 ...
The server's key fingerprint is ssh-rsa 4096 bG/RAnDI9aB/1GW/FGSV2ibX31RsmMuHDuimfroEASs.

The server is not authenticated. Continue to access it? [Y/N]:
Info: Session is disconnected.
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<ACS-17904-01>display stp brief

VLANID Port

t

8

& & &

4

Edged
10 GE1/0/24
enable

10 GE1/0/23
enable

10 GE1/0/22
disable

10 GE1/0/20
enable

10 GE1/0/12
enable

10 GE1/0/9

enable

10 GE1/0/4

el

Role

DEST

DEST

ROOT

DEST

DEST

DEST

DEST

STP State
forwarding
forwarding
forwarding
forwarding
forwarding
forwarding

forwarding

Protection Cos
none 1
none
none
none
none 1
none

none
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<ACS-17904-02>display stp brief

VLANID
10
10
10
10
10

Port

GE1/0/24
GE1/0/22
GE1/0/18
GE1/0/16
GE1/0/14

Role
DEST
DEST
DEST
DEST
DESI

STP State
forwarding
forwarding
forwarding
forwarding
forwarding

Protection
none
none
none
none
none

Cost

18
18

Edged
disable
enable
enable
enable
enable
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<ACS-17904-01>display mac-address
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

0080-8768-9d44 10/-/- GE1/0/9 dynamic 173054
040e-3cle-9al7 10/-/- GE1/0/22 dynamic 170999
0418-9269-7e3c 10/-/- GE1/0/22 dynamic 171000
1860-247f-b6da 10/-/- GE1/0/20 dynamic 63416
1860-247f-b91e 10/-/- GE1/0/22 dynamic 171000
1860-2482-385c 10/-/- GE1/0/22 dynamic 62907
50af-7348-d041 10/-/- GE1/0/12 dynamic 173051
d050-99c9-ccof 10/-/- GE1/6/4 dynamic 171428
d050-99c9-ccal 10/-/- GE1/0/4 dynamic 171428

ed4a4-1c8f-2501 10/-/- GE1/0/23 dynamic 172808
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<ACS-17904-02> display mac-address
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

0080-8768-9d44 10/-/- GE1/0/24 dynamic 387
040e-3cle-9al7 10/-/- GE1/0/22 dynamic 182984
0418-9269-849c 10/-/- GE1/0/24 dynamic 216
1860-247f-b6da 10/-/- GE1/0/24 dynamic 73408
1860-247f-b91e 10/-/- GE1/0/14 dynamic 182862
1860-2482-385c 10/-/- GE1/0/16 dynamic 44870
d050-99c9-ccof 10/-/- GE1/0/24 dynamic 180785
d050-99c9-ccal 10/-/- GE1/0/24 dynamic 180982
edad-1c8f-2501 10/-/- GE1/0/24 dynamic 180991

Total items: 9
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<ACS-17904-01>display vlan
The total number of vlans is

U: Up;

D: Down;
MP: Vlan-mapping;
#: ProtocolTransparent-vlan;

MAC-LRN: MAC-address learning;
BC: Broadcast; MC: Multicast;

TG: Tagged; UT: Untagged;
ST: Vlan-stacking;

#: Management-vlan;
STAT: Statistic;
UC: Unknown-unicast;

1555

VID Type

UT:10GE1/6/1(D)

UT:GE1/0/1(D)

GE1/0/5(D)

GE1/0/9(U)

GE1/6/13(D)

GE1/0/17(D)

GE1/0/21(D)

TG:GE1/0/22(U)

Status

Property

10GE1/0/2(D) 10GE1/0/3(D) 10GE1/0/4(D)

GE1/0/2(D) GE1/0/3(D) GE1/0/4(U)
GE1/0/6(D) GE1/0/7(D) GE1/0/8(D)
GE1/0/10(D) GE1/6/11(D) GE1/0/12(U)
GE1/0/14(D) GE1/0/15(D) GE1/0/16(D)
GE1/0/18(D) GE1/6/19(D) GE1/0/20(U)
GE1/0/23(U) GE1/0/24(U)

MAC-LRN STAT BC MC UC Description

1 common

10 common

1555 common

enable

enable

enable

default
default

default

enable disable FWD FWD FWD VLAN 0001
enable disable FWD FWD FWD VLAN 0010

enable disable FWD FWD FWD VLAN 1555
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<ACS-17964-62> display vlan
The total number of vians is : 3

u: Up; D: Down; T6: Tagged; UT: Untagged;
wp: Vian-mapping; ST: Vian-stacking;
#: ProtocolTransparent-vlan;  *: Management-vlan;

MAC-LRN: MAC-address learning; STAT: Statistic;
BC: Broadcast; MC: Multicast; UC: Unknown-unicast;
FWD: Forward; DSD: Discard;

1 UT:16GE1/6/1(D) ~ 10GE1/0/2(D)  10GE1/0/3(D)  10GE1/0/4(D)
10 UT:GE1/6/1(D) GE1/0/2(D) GE1/0/3(D) GE1/0/4(D)
GE1/0/5(D) GE1/0/6(D) GE1/0/7(D) GE1/0/8(D)
GE1/0/9(D) GE1/6/10(D) GE1/6/11(D) GE1/6/12(D)
GE1/6/13(D) GE1/0/14(U) GE1/6/15(D) GE1/6/16(U)
GE1/6/17(D) GE1/0/18(U) GE1/0/19(D) GE1/6/26(D)
GE1/6/21(D) GE1/0/22(U) GE1/6/23(D)
T6:GEL/0/24(U)
1555

VID Type Status Property MAC-LRN STAT ~ BC MC UC Description

1 common enable default enable disable FWD FWD FWD VLAN 0001
10 common  enable default enable disable FWD FWD FWD VLAN 0010

1555 common  enable default enable disable FWD FWD FWD VLAN 1555

<ACS-17904-02>display port vian

Port Link Type  PVID Trunk VLAN List Port Description

10GE1/0/1 auto

1 1-4094
10GE1/0/2 auto 1 1-4094

10GE1/0/3 auto 1 1-4094

10GE1/0/4 auto 1 1-4094

GE1/0/1 access 10 ## CONNECTION TO USER ##
GE1/0/2 access 10 ## CONNECTION TO USER ##
GE1/0/3 access 10 ## CONNECTION TO USER ##
GE1/0/4 access 10 ## CONNECTION TO USER ##
GE1/0/5 access 10 ## CONNECTION TO USER ##
GE1/0/6 access 10 ## CONNECTION TO USER ##
GE1/0/7 access 10 ## CONNECTION TO USER ##
GE1/0/8 access 10 ## CONNECTION TO USER ##
GE1/0/9 access 10 ## CONNECTION TO USER ##
GE1/0/10 access 10 ## CONNECTION TO USER ##
GE1/0/11 access 10 ## CONNECTION TO USER ##
GE1/0/12 access 10 ## CONNECTION TO USER ##
GE1/0/13 access 10 ## CONNECTION TO USER ##
GE1/0/14 access 10 ## CONNECTION TO USER ##
GE1/0/15 access 10 ## CONNECTION TO USER ##
GE1/0/16 access 10 ## CONNECTION TO USER ##
GE1/0/17 access 10 ## CONNECTION TO USER ##
GE1/0/18 access 10 ## CONNECTION TO USER ##
GE1/0/19 access 10 ## CONNECTION TO USER ##
GE1/0/20 access 10 ## CONNECTION TO USER ##
GE1/0/21 access 10 ## CONNECTION TO USER ##
GE1/0/22 access 10 ## CONNECTION TO USER ##
GE1/0/23 access 0 -- ## CONNECTION TO USER ##

GE1/0/24 trunk 1 10 ## CONNECTION TO UPLINK ##
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<ACS-17904-01>display port vlan

Port Link Type  PVID Trunk VLAN List Port Description

10GE1/0/1 auto 1

10GE1/0/2 auto 1

10GE1/0/3 auto 1

10GE1/0/4 auto 1

GE1/0/1 access 10 -- ## CONNECTION TO USER ##
GE1/0/2 access 10 ## CONNECTION TO USER ##
GE1/0/3 access 10 ## CONNECTION TO USER ##
GE1/0/4 access 10 -- ## CONNECTION TO USER ##
GE1/0/5 access 10 ## CONNECTION TO USER ##
GE1/0/6 access 10 ## CONNECTION TO USER ##
GE1/0/7 access 10 -- ## CONNECTION TO USER ##
GE1/0/8 access 10 ## CONNECTION TO USER ##
GE1/0/9 access 10 ## CONNECTION TO USER ##
GE1/0/10 access 10 -- ## CONNECTION TO USER ##
GE1/0/11 access 10 ## CONNECTION TO USER ##
GE1/0/12 access 10 ## CONNECTION TO USER ##
GE1/0/13 access 10 -- ## CONNECTION TO USER ##
GE1/0/14 access 10 ## CONNECTION TO USER ##
GE1/0/15 access 10 ## CONNECTION TO USER ##
GE1/0/16 access 10 -- ## CONNECTION TO USER ##
GE1/0/17 access 10 ## CONNECTION TO USER ##
GE1/0/18 access 10 ## CONNECTION TO USER ##
GE1/0/19 access 10 -- ## CONNECTION TO USER ##
GE1/0/20 access 10 -- ## CONNECTION TO USER ##
GE1/0/21 access 10 -- ## CONNECTION TO USER ##
GE1/0/22 trunk 1 10 ## CONNECTION TO ACS-02 ##
GE1/0/23 trunk 1 10 ## CONNECTION TO UPLINK ##
GE1/0/24 trunk 1 10 ## CONNECTION TO UPLINK ##
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<ACS-17904-01>display 1p routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 0 RD 10.181.5.1 Vlanif10
10.181.5.0/24 Direct © ] D 10.181.5.21 Vlanif10
10.181.5.21/32 Direct © ] D 127.0.0.1 Vlanif10
10.181.5.255/32 Direct @ ] D 127.0.0.1 Vlanif10
127.0.0.0/8 Direct @ 0 D 127.9.0.1 InLoopBacke®
127.0.0.1/32 Direct @ ] D 127.0.0.1 InLoopBack®
127.255.255.255/32 Direct © ] D 127.0.0.1 InLoopBack®
255.255.255.255/32 Direct 0O 0 D 127.0.0.1 InLoopBack®
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<ACS-17904-02> display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 0 RD 10.181.5.1 Vlanif10
10.181.5.0/24 Direct © ] D 10.181.5.22 Vlanif10
10.181.5.22/32 Direct © ] D 127.0.0.1 Vlanif10
10.181.5.255/32 Direct @ 0 D 127.0.0.1 Vlanif10
127.0.0.0/8 Direct © ] D 127.0.0.1 InLoopBacke®
127.0.0.1/32 Direct 0 ] D 127.0.0.1 InLoopBacke®
127.255.255.255/32 Direct © ] D 127.0.0.1 InLoopBack®
255.255.255.255/32 Direct © 0 D 127.0.0.1 InLoopBack0®
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<ACS-17904-01>display current-configuration configuration user-interface
#
user-interface maximum-vty 5
#
user-interface con 0
authentication-mode password
set authentication password cipher $1d$%IS6-v(7|/~;E6N5$s|SrsDQ$P5’6}22)8L4@671{Az, ,t6ENGZTZYE]!$
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 3
idle-timeout 5 0
protocol inbound ssh
#
return
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<ACS-17904-02> display current-configuration configuration user-interface
#
user-interface maximum-vty 5
#
user-interface con 0
authentication-mode password
set authentication password cipher $1d$%bh~Qu[ueTd\bSCq$,PQP!<zJ:07;%@7\qGI$| toh#p#A>ISEX)LWIH!Y$
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 3
idle-timeout 5 0
protocol inbound ssh
#
return
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<ACS-17904-01>display hwtacacs-server template name mandiri

HWTACACS-server template name
HWTACACS-server template index
Primary-authentication-server
Primary-authentication-ipv6-server
Primary-authorization-server
Primary-authorization-ipv6-server
Primary-accounting-server
Primary-accounting-ipv6-server
Secondary-authentication-server

Secondary-authentication-1ipv6-server :
: 10.254.162.226:49 Vr

Secondary-authorization-server
Secondary-authorization-1ipv6-server
Secondary-accounting-server
Secondary-accounting-ipv6-server
Third-authentication-server
Third-authentication-1ipv6-server
Third-authorization-server
Third-authorization-1ipv6-server
Third-accounting-server
Third-accounting-1ipv6-server
Fourth-authentication-server
Fourth-authentication-1ipv6-server
Fourth-authorization-server
Fourth-authorization-ipv6-server
Fourth-accounting-server
Fourth-accounting- ipv6-server
Current-authentication-server
Current-authentication-ipv6-server
Current-authorization-server
Current-authorization-ipv6-server
Current-accounting-server
Current-accounting-ipv6-server
Source-IP-address

Source-LoopBack

Source-Vlanif

Source-IPv6-address

IPV6 Source-LoopBack

IPv6 Source-Vlanif

Shared-key

Quiet-interval(min)
Response-timeout-Interval (sec)
Domatin-included

Traffic-unit

User name in authen-start message

: mandiri
)
: 10.204.224.218:49 Vr

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr

-:0 Vrf:- Shared-key

10.254.162.226:49 Vr

-:0 Vrf:- Shared-key

-:0 Vrf:- Shared-key

: 10.254.162.226:49 Vr

- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
- Shared-key
:- Shared-key

19 204.224.218:49 Vr

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr

Shared-key:- Status:UP
Status:-

Shared-key:- Status:UP
Status
Shared-key:- Status:UP
Status:-

Shared-key:- Status:UP
Status:-

Shared-key:- Status:UP
Status
Shared-key:- Status:UP
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Shared-key:- Status:UP
Status:-

Shared-key:- Status:UP
Status
Shared-key:- Status:UP

-:0 Vrf:- Shared-key:- Status:-

: 10.181.5.21

D Rk KRR AR
)

o

: NO

2

No
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e bl e s L S e

HWTACACS-server template name
HWTACACS-server template index
Primary-authentication-server
Primary-authentication-ipv6-server
Primary-authorization-server
Primary-authorization-ipv6-server
Primary-accounting-server
Primary-accounting-ipv6-server
Secondary-authentication-server

Secondary-authentication-1ipv6-server :
: 10.254.162.226:49 Vr

Secondary-authorization-server
Secondary-authorization-1ipv6-server
Secondary-accounting-server
Secondary-accounting-ipv6-server
Third-authentication-server
Third-authentication-1ipv6-server
Third-authorization-server
Third-authorization-1ipv6-server
Third-accounting-server
Third-accounting-1ipv6-server
Fourth-authentication-server
Fourth-authentication-1ipv6-server
Fourth-authorization-server
Fourth-authorization-ipv6-server
Fourth-accounting-server
Fourth-accounting- ipv6-server
Current-authentication-server
Current-authentication-1ipv6-server
Current-authorization-server
Current-authorization-ipv6-server
Current-accounting-server
Current-accounting-ipv6-server
Source-IP-address

Source-LoopBack

Source-Vlanif

Source-IPv6-address

IPV6 Source-LoopBack

IPv6 Source-Vlanif

Shared-key

Quiet-1interval(min)
Response-timeout-Interval(sec)
Domatin-included

Traffic-unit

User name in authen-start message

H mandlrl
)
: 10.204.224.218:49 Vrf:- Shared-key:- Status:UP

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr

-:0 Vrf:- Shared-key
10.254.162.226:49 Vr
-:0 Vrf:- Shared-key

-:0 Vrf:- Shared-key

- 10 254.162.226:49 Vr

vrf:
vrf
vrf
vrf
vrf
vrf
vrf
vrf
vrf
vrf
vrf
vrf
vrf:

2200000000000

19 204.224.218:49 Vr

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr

-:0 Vrf:- Shared-key

: 10.204.224.218:49 Vr
: -:0 Vrf:- Shared-key:
10.181.5.22

DRk AR AR AR
;5

20

: NO

2

: No

Status: -
- Shared-key:- Status:UP
Status
- Shared-key:- Status:UP
Status: -

- Shared-key:- Status:UP
Status: -

- Shared-key:- Status:UP
Status
- Shared-key:- Status:UP
Status:
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
- Shared-key:- Status:UP
Status: -

- Shared-key:- Status:UP
Status
- Shared-key:- Status:UP

- Status:-
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<ACS-17904-01>display acl 2010
ACL 2010,
step is 5
5 permit source 10.254.9.10 © (@ times matched)

Basic
ACL's
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

10
15
20
25
30
35
40
45
50
55
60
65
70
75
80

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

17 rules

source
source
source
source
source
source
source
source
source
source
source
source
source
source
source

10.254.9.11 0 (0 times matched)
10.254.9.13 0 (0 times matched)
10.254.9.14 0 (0 times matched)
10.254.152.177 © (© times matched)
10.254.152.178 © (0 times matched)
10.254.152.179 @ (0 times matched)
10.238.2.26 0 (6512 times matched)

10.238.38.13 0 (0 times matched)
10.238.38.78 0 (0 times matched)
10.238.38.79 0 (0 times matched)
10.238.38.80 0 (0 times matched)
10.254.177.61 @ (0 times matched)
10.204.177.61 @ (0 times matched)
10.204.86.242 0 (0 times matched)

10.238.2.34 0 (0 times matched)

200 deny (0 times matched)
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<ACS-17904-61>display smmp-agent community
!

*11117LTVOK_g:E(GI=8:0"%d’ <tEnudu:o\ (mh! 1 1112]p5 1R, H\ W LV-FaBd. { tx22[CaW, SV xDHMpAWG3| &4 J#w1=wYgrIFxyds™

#11117LTVOK_g:E(6I=6:0"%4' <tEnudu:o\(mH! 1 11125p5111EEIULLLIR,H\ swrriV-FaB4 . {£x22[CaWl, SvxbUWp\WG3] &% }#wl=wYgrIfxyd$™

Comnun{tyAl iasame_61 22147
Storage-type: nonvolatile

Community name: “@##!

TLTAVOK_g: | SWOCIKQIW| UT_<pj1#L"

38 1BTWO8165]95|WU1 "NQCuBA' 5. UQx9ud $a~4\RGHI3_{IVXRQ; x6DOKa

TLTVOK_g: | SWOCTKQIW| UT_<pj 14L"13)$: 1BTHOB165]95| WUL" "NOCUG" 5. UGx9u4$a~4\ROHI3_{1vXRQ; X0DAKG
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<ACS-17904-02> display acl 2010
ACL 2010, 17 rules
step is 5
5 permit source 10.254.9.10 © (@ times matched)

Basic
ACL's
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

10
15
20
25
30
35
40
45
50
h5
60
65
70
75
80

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

source
source
source
source
source
source
source
source
source
source
source
source
source
source
source

10

10

10

10

10

.254.9.11 0 (0 times matched)
10.
10.

254.9.13 0 (0 times matched)
254.9.14 0 (0 times matched)

.254.152.177 @ (0 times matched)
10.
10.

254.152.178 0 (0 times matched)
254.152.179 0 (0 times matched)

.238.2.26 0 (5534 times matched)
10.
10.

238.38.13 0 (0 times matched)
238.38.78 0 (0 times matched)

.238.38.79 0 (0 times matched)
10.
10.

238.38.80 0 (0 times matched)
254.177.61 0 (0 times matched)

.204.177.61 0 (0 times matched)
10.
10.

204.86.242 0 (0 times matched)
238.2.34 0 (0 times matched)

200 deny (0 times matched)
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<PM-04CC-AGT>telnet 10.181.5.21

Trying 16:181.5.21 .

Press CTRL+K to abort

Error: Failed to connect to the remote host.
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<PM-04CC-AGT>tel 10.181.5.22

Trying 10.181.5.22 ...

Press CTRL+K to abort

Error: Failed to connect to the remote host.
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<ACS-17904-01>display current-configuration | include info-center
info-center source default channel 0 log level critical

info-center source default channel 4 log level informational
info-center loghost source Vlanif10

info-center loghost 10.204.9.23

info-center loghost 10.204.52.184 level informational

info-center loghost 10.254.52.184 level informational

info-center loghost domain qradar.Supporting.corp.bankmandiri.co.1id level informational
info-center timestamp debugging format-date precision-time tenth-second
info-center timestamp log format-date precision-time millisecond
info-center logbuffer size 1024

info-center logfile compression lzma
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<ACS-17904-02> display current-configuration | include info-center
info-center source default channel © log level critical

info-center source default channel 4 log level informational
info-center loghost source Vlanif10

info-center loghost 16.204.9.23

info-center loghost 16.204.52.184 level informational

info-center loghost 160.254.52.184 level informational

info-center loghost domain qradar.Supporting.corp.bankmandiri.co.id level informational
info-center timestamp debugging format-date precision-time tenth-second
info-center timestamp log format-date precision-time millisecond
info-center logbuffer size 1024

info-center logfile compression lzma




