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1. [bookmark: _Toc220937656]Document Purpose
The purpose of this document is to describe the User Acceptance Testing (UAT) process for PENGADAAN PERANGKAT NETWORK IT AREA dan Kantor Pusat. Tests are performed to enable the user to validate that the device meets the agreed acceptance criteria.
.


2. [bookmark: _Toc220937657]Project Overview
This document is a User Acceptance Test (UAT) document for the “PENGADAAN PERANGKAT NETWORK IT AREA dan Kantor Pusat” project using Huawei. This document was created to verify and test the simulation results of the BHp planning and PT. Bank Mandiri (PERSERO), Tbk for implementation in the project mentioned above. 

The User Acceptance Test (UAT) will be carried out based on test scenario that has been approved and agreed by Integra and PT. Bank Mandiri (PERSERO), Tbk. This UAT requires multiple tests with different roles depending on the testing type. Each test will be described in details with success or failure criteria in the expected result section, additional notes can be added in the notes section.



3. [bookmark: _Toc220937658]Operation Guide
3.1 [bookmark: _Toc220937659]Device Management Acceptance 
3.1.1 [bookmark: _Toc220937660]Port Status
	Objective
	To make sure all port can light up.

	Test Networking Diagram
	[image: ]

	Prerequisites
	The switch has started.
You have logged in to the switch from console or remotely.
Undo shutdown all port

	Procedure
	Plugin cabling connected with client , and makesure status port up .

	Expected Results
	ACS-13020-01
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	Test Description
	All displayed parameters depend on the device status.



3.1.2 [bookmark: _Toc220937661]Display of the Hardware Status
	Objective
	To test the power supply redundancy function.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch from console or remotely.

	Procedure
	Run the display device command to check information about the system hardware.

	Expected Results
	ACS-13020-01
[image: ]


	Test Description
	Power cannot tested due to build-in PSU type



3.1.3 [bookmark: _Toc220937662]Power Supply Redundancy (If Available)
	Objective
	To test the power supply redundancy function.

	Test Networking Diagram
	

	Expected Results
	 ACS-13020-01
[image: ]

	Prerequisites
	The switch is powered on.
2.	You have logged in to the switch from console or remotely.

	Procedure
	Install two PSUs on the switch and connect the power cables to the PSUs.
Power on the switch and login using console or remote.
Remove the power cable from one of the PSUs.

	Test Description
	Power cannot tested due to build-in PSU type



3.1.4 [bookmark: _Toc220937663]Interface Card
	Objective
	To test the interface card working properly.

	Test Networking Diagram
	


	Prerequisites
	The Switch to be tested starts normally.
You have logged in to the Switch from a PC.

	Procedure
	Run the display elabel command in any view to view the electronic labels of the entities on the Switch.

	Expected Results
	ACS-13020-01
[image: ]


	Test Description
	



3.2 [bookmark: _Toc220937664]System Management Acceptance
3.2.1 [bookmark: _Toc220937665]Date & Time
	Objective
	To test the date and time is correct.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.

	Procedure
	Run the display ntp-service status command on the switch to view the ntp synchronize information
Run the display clock command on the switch to view the system time.

	
Expected Results
	ACS-13020-01
[image: ]
[image: ]

	Test Description
	


[bookmark: _Toc220937666]
3.2.2 LLDP
	Objective
	To test LLDP neighbor discovery

	Test Networking Diagram
	


	Prerequisites
	The Switch is the device to be test supporting LLDP.
LLDP enabled in global configuration.

	Procedure
	Run the display lldp neighbor command on the switch to check the neighbor.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.3 [bookmark: _Toc220937667]Administrative Configurations Acceptance
3.3.1 [bookmark: _Toc220937668]Hostname
	Objective
	To test the Hostname is correct.

	Test Networking Diagram
	


	Prerequisites
	Sysname configured in global configuration.

	Procedure
	Run the display current-configuration command on the switch to check the hostname.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.3.2 [bookmark: _Toc220937669]Banner
	Objective
	To test the Banner is correct.

	Test Networking Diagram
	


	Prerequisites
	Header Login and Header Shell files are copied to the switch
Banner is configured on the global configuration of the switch  

	Procedure
	Login to the Switch by using console or terminal remote.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	


3.3.3 [bookmark: _Toc220937670]Password
	Objective
	To test local username and password is already configured.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
local username and password is already configured in aaa section.
user-interface console and vty authentication using aaa.

	Procedure
	Logged in to the switch using ssh from a PC using local user Mandiri and password Mandiri123

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.3.4 [bookmark: _Toc220937671]Interface Description
	Objective
	To test the Interface Description is correct.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.
Interface description has configured on the switch.

	Procedure
	Run the display interface description command on the switch to view all interface description.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	




3.4 [bookmark: _Toc220937672]Terminal Service Acceptance
3.4.1 [bookmark: _Toc220937673]SSH Connection
	Objective
	To test the SSH function.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
The switch has registered to Tacacs server.
The user-interface vty authentication using aaa.

	Procedure
	Logged in to the AGT switch Plaza Mandiri
From AGT switch, remote to target switch using ssh with credential from tacacs user. 

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.5 [bookmark: _Toc220937674]Ethernet Function Acceptance
3.5.1 [bookmark: _Toc220937675]Link Type of an Interface
	Objective
	To check switching mode characteristics.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.

	Procedure
	Run the display stp instance 0 brief on the switch to view port role of stp.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.5.2 [bookmark: _Toc220937676]MAC Addresses
	Objective
	To test switch can learn mac address from end-point that connected to the switch or from neighbor switch.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
You have logged in to the switch remotely from a PC.

	Procedure
	Run the display mac-address command on the switch to view database of mac address learning.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	


[bookmark: _Toc220937677]





3.6 Switching Acceptance
3.6.1 [bookmark: _Toc220937678]VLAN
	Objective
	To test vlan database already configured.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Vlan-id and vlan-name has configured

	Procedure
	Run the display vlan command to check the vlan database.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.6.2 [bookmark: _Toc220937679]VLAN Trunking
	Objective
	To test trunking port has configured on the switch 

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
2.	Trunk interface has configured on uplink port witch specific vlan.

	Procedure
	Run the display port vlan command to check the port type (trunk/access)

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.6.3 [bookmark: _Toc220937680]InterVLAN Routing
	Objective
	To test the IP Management switch has routed to AGT switch

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Default gateway has configured on the switch.

	Procedure
	Run the display ip routing-table command to check the routing table.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	


 
3.7 [bookmark: _Toc220937681]Hardening Acceptance
3.7.1 [bookmark: _Toc220937682]  Console port
	Objective
	To test login through console port with password authentication

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
User interface console has configured on the switch.

	Procedure
	Use serial console cable.
Login to the switch using tacact user.
Run the display current-configuration configuration user-interface feature line command to verify console port config.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	


[bookmark: _Toc220937683]  



3.7.2 Tacacs Integration
	Objective
	To test command-line authorization for users based on the HWTACACS Protocol

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Tacacs profile has configured on the switch.

	Procedure
	Run the display hwtacacs-server template mandiri command to check switch has integrated to tacacs server.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	



3.7.3 [bookmark: _Toc220937684]  SSH Policy
	Objective
	To test ACL on user interface vty working properly.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
SSH has configured on the switch
Access-list at user-interface has configured on the switch.

	Procedure
	Login to Aggregator switch.
Run the stelnet [ip address] command to test remote access switch.

	Expected Results
	ACS-13020-01
[image: ]



3.7.4 [bookmark: _Toc220937685]  SNMP Policy
	Objective
	To check ACL on snmp-agent has configured.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
ACL has applied on SNMP Agent configuration.

	Procedure
	Run the display acl 2010 command to verify permitted source addresses.
Run the display snmp-agent community command to verify ACL has added on snmp configuration.

	Expected Results
	ACS-13020-01
[image: ]
[image: ]

	
	



3.7.5 [bookmark: _Toc220937686] Telnet Policy
	Objective
	To test telnet service has disabled.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Telnet server configuration has disabled.

	Procedure
	Login to AGT Switch on Plaza Mandiri.
Run the telnet [ip address] command to test login to access switch.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
	




3.7.6 [bookmark: _Toc220937687]  Logging
	Objective
	To verify logging switch has configured properly.

	Test Networking Diagram
	


	Prerequisites
	The switch has started.
Logging has configured.

	Procedure
	Login to access switch.
Run the display current-configuration filter info-center command to verify logging has configured properly.

	Expected Results
	ACS-13020-01
[image: ]

	Test Description
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image3.jpeg
<ACS-13020-01>d1s mac-address interface GE 1/0/1
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-13020-01>dis mac-address interface GE 1/0/2
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: ©
<ACS-13620-01>dis mac-address interface GE 1/0/3
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age
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<ACS-13020-01>d1is mac-address interface GE 1/0/4
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
<ACS-13020-01>dis mac-address interface GE 1/0/5
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
<ACS-13620-01>dis mac-address interface GE 1/0/6
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
<ACS-13620-01>dis mac-address interface GE 1/0/7
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

448a-5b09-dbeb 10/-/- GE1/0/7 dynamic 465

Total items: 1
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<ACS-13020-01>dis mac-address interface GE 1/0/8
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

2cea-7fda-7efc 10/-/- GE1/6/8 dynamic 221666

Total items: 1
<ACS-13020-01>dis mac-address interface GE 1/6/9
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
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<ACS-13020-01>d1s mac-address interface GE 1/0/10
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: 0
<ACS-13020-01>d1s mac-address interface GE 1/0/11
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: 0
<ACS-13020-01>d1is mac-address interface GE 1/0/12
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
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<ACS-13020-01>dis mac-address interface GE 1/0/13
Flags: * - Backup
# - forarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
<ACS-13020-01>dis mac-address interface GE 1/0/14
Flags: * - Backup
# - forarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
<ACS-13020-01>dis mac-address interface GE 1/0/15
Flags: * - Backup
# - forarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
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<ACS-13020-01>dis mac-address interface GE 1/0/16
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-13020-01>d s mac-address interface GE 1/0/17
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: 0
<ACS-13020-01>d s mac-address interface GE 1/0/18
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD Learned-From Type Age

Total items: ©
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<ACS-13020-01>d1s mac-address interface GE 1/0/19
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
<ACS-13620-01>dis mac-address interface GE 1/0/20
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: ©
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<ACS-13020-01>d1s mac-address interface GE 1/0/21
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: O




image12.jpeg
<ACS-13020-01>d1s mac-address interface GE 1/0/22
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: 0
<ACS-13020-01>d s mac-address interface GE 1/0/23
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

Total items: 0
<ACS-13020-01>d1s mac-address interface GE 1/0/24
Flags: * - Backup
# - forvarding logical interface, operations cannot be performed based
on the interface.
BD : bridge-domain Age : dynamic MAC learned time in seconds

MAC Address  VLAN/VSI/BD  Learned-From Type Age

5c54-6d0a-dfea 10/-/- GE1/6/24 dynamic 227642

Total items: 1
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<ACS-13020-01>d1is dev
CloudEngine $5735-S-V2's Device status:

online Pover Register  Alarm  Primary

slot Card Type

Present On  Registered Normal  Master

it - §5735-S24PAXE-V2
FANL  FAN Present On  Registered Normal  NA

FAN2  FAN Present On  Registered Normal  NA
Present On  Registered Normal  NA

PWR1  PAC600S56-EB
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<ACS-13020-01>dis dev pow

Slot PowerNo Present Mode State  Current  Voltage ActualPower RatedPower
(Ampere)  (Volt)  (Watts) (Watts)
1 PWR1  YES  AC  Supply 56.3
PR2  NO - .- --
PR3 NO - -

internal fan info:

Slot  PowerNo FanExist Airflow Direction

1 PWR1  YES Front-to-Back
PUR2 -- -
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<ACS-13020-01>dis dev elabel

[Slot_1]
/$[ArchivesTnfo Version]
/$ArchivesTnfoversion=3.0

[Board Properties]

BoardType=55735-S24PAXE-V2

BarCode=LD25CF151970

Ttem=98012030-001

Description=Data Communication,S5735-S24PAXE-V2,S5735-S24PAXE-V2,55735-524PAXE-V2 (24%10/100/1000BASE-T ports(PoE+), 4%
10GE SFP+ ports, 2*12GE stack ports, without power module, Specially protected models)
Manufactured=2026-01-17

VendorName=Huavie i

TssueNunber=00

CLEICode=

BOM=

Model=55735-S24PAXE-V2

/$Elabelversion=4.0

[Port_10GE1/6/1]
/$[ArchivesInfo Version]
/$ArchivesInfoversion=3.0

[Board Properties]
BoardType=
BarCode=
Ttem=
Description=
Manufactured
VendorNam
TssueNumbes
CLEICode=
BOM=
Model=
/$Elabelversion=4.0

[Port_10GE1/6/2]
/$[ArchivesInfo Version]
/$ArchivesInfoversion=3.0
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<ACS-13020-01>display ntp status

clock status: synchronized

clock stratum: 3

reference clock ID: 192.168.113.41
nominal frequency: 109.0000 Hz

actual frequency: 109.0000 Hz

clock precision: 213

clock offset: -6.0515 ms

root delay: 8.85 ms

root dispersion: 63.92 ms

peer dispersion: 3.39 ms

reference time: 02:32:34.914 UTC Feb 17 2026(ED3E51C2.EAOEASBS)
synchronization state: clock synchronized
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<ACS-13020-01>display clock
2026-62-17 ©9:37:07+07:00
Tuesday

Time Zone(IND_WIB)

UTC+07:00
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<ACS-13020-01>display 1ldp neighbor br
Local Interface Exptime(s) Neighbor Interface Neighbor Device

GE1/0/7 2763 448a-5b09-dbeb
GE1/0/24 96 GigabitEtherneto/0/0 RTR-13020-01
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<ACS-13020-01>display current-configuration

1Software Version V60OR24COBSPC500

iLast configuration was updated at 2026-01-17 09:47:13+07:00 by SYSTEM automatically
1Last configuration was saved at 2026-61-17 12:14:34+07:00

#
pki realn default
#

Clock tinezone IND_WIB add o7:
#

Sysname ACS-13020-01

#

dhcp enable

#

undo ftp server source all-interface
undo ftp ipv6 server source all-interface
#

stp vian 1 disable

#

sl policy default

pki-domatin default

sslmininum version tls1.2

cipher-suite exclude key-exchange rsa

cipher-suite exclude cipher mode cbc

cipher-suite exclude hmac shai

diffie-hellnan modulus 3072

ecdh group nist curve brainpool

signature algorithn-list ed25519 edd4s rsa-pss-pss-sha2se rsa-pss-pss-sha3sé rsa-pss-pss-shasi rsa-pss-rsae-shazse rs
a-pss-rsae-sha3sé rsa-pss-rsae-shasi2

#

info-center source default channel 0 log level critical
info-center source default channel 4 Tog level informational
info-center loghost source Vianif1o

info-center loghost 10.264.9.23

info-center loghost 10.264.52.184 level informational
info-center loghost 10.254.52.184 level informational
info-center loghost domain gradar.Supporting.corp.banknandiri.co.id level informational
info-center tinestamp debugging format-date precision-tine tenth-second
info-center tinestamp log format-date precision-tine millisecond
info-center logbuffer size 1024

info-center logfile compression lzna

#

device board 1 board-type S5735-SM4PAXE-V2

#

dns resolve

#

authent ication-profile name default_authen profile

authent ication-profile name dotix authen profile

authent ication-profile name dotimmac_authen profile

authent ication-profile name mac_authen profile

authent ication-profile name multi authen profile
authentication-profile name portal authen profile
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<PM-04CC-AGT>stelnet -a 10.204.1.10 16.132.21.21

Trying 10.132.21.21 ...

Press CTRL + K to abort

Connected to 10.132.21.21 ...

The server's key fingerprint is ssh-rsa 3072 p5ghbdnJILSEONrmVCbZKxTwBAOyZ4rjrodq4lriloA.
The server is not authenticated. Continue to access it? [Y/N]: Y

Save the server's public key? [Y/N]: N

Please input the username: 1895685121
Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!

Enter password:

This System is Property of Bank Mandiri Tbk.

* Access is restricted to Autorized Person Only

* Unauthorized Access is Prohibited

* ALl unauthorized attempt to access this system will be

* logged and investigated.

* Violators will be prosecuted in conformance with local law

Aok k% %

"Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!"

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number of terminal users online i
5 61
The current loain time is 2026-02-17 10:24:48+6"

0.
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<ACS-13020-01>d1is current-configuration all | i local-user
Tocal-user mandiri password irreversible-cipher $14SREHOVWZU+S/WY!61$q" -BL.vb(McH$8eZs, 7F| &<+OPj0-VZ67URGPO0S
Tocal-user mandiri password-force-change disable

Tocal-user mandiri privilege level 3

local-user mandiri service-type terminal ssh
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<ACS-13020-01>dis inter des
PHY: Physical
*down: adninistratively down
~down: standby
(1): Toopback
(s): spoofing
(b): BFD down
(e): ETHOAM down
(d): Dampening Suppressed
(p): port alarm down
(d1): DLDP down
(c): CFM down
(ms): MACsec down
(ed): error down
(1b): LBDT block
Interface
10GE1/0/1
10GE1/0/2
106E1/0/3
10GE1/0/4
10GE1/0/5
10GE1/0/6
GE1/0/1

GE1/0/2

GE1/0/3

GE1/0/4

GE1/0/5

GE1/0/6

GE1/0/7

GE1/0/8

GE1/0/9
GE1/6/10
GE1/0/11
GE1/0/12
GE1/6/13
GE1/6/14
GE1/0/15
GE1/0/16
GE1/6/17
GE1/6/18
GE1/6/18
GE1/6/20
GE1/6/21
GE1/0/22
GE1/0/23
GE1/6/24

LG
Stack-Port1/1
Stack-Port1/2
Vianif1
Vianifie

PHY
down
down
down
down
down
down
down
down
w

down
down
down
up

w

down
down
down
down
down
down
down
w

down
down
down
down
down
down
down
up

w

down
down
down
up

Protocol
down
down
down
down
down
down
down
down
w
down
down
down
up
w
down
down
down
down
down
down
down
w
down
down
down
down
down
down
down
w
up(s)
down
down
down
up

Description

FETTLLLLLLLLLLBLLRRRRRRY

CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION
CONNECTION

MANAGEMENT

USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
USER ##
ACS-02 ##
UPLINK ##
UPLINK ##
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<ACS-13020-01>display stp brief

VLANID

Port
GE1/0/24
GE1/6/16
GE1/6/8
GE1/0/7
GE1/0/3

Role
DESI
DEST
DEST
DESI
DEST

STP State
forwarding
forward ing
forward ing
forwarding
forwarding

Protection
none
none
none
none
none

Cost

%

99

Edged
enable
enable
enable
enable
enable
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<ACS-13020-01>dis mac-ad

Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based

on the interface.
BD : bridge-domain Age : dynamic MAC learned tine in seconds

MAC Address  VLAN/VSI/BD Learned-From Type. age
2cea-7fda-7efc 10/-/- E1/0/8 dynamic 21675
448a-5b0-dbeb 10/-/- GE1/0/7 dynamic 474
5c54-6d6a-dfea 10/-/- GE1/0/24 dynamic 227645

Total items
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<ACS-13020-01>d1 vl
The total number of vlans is : 3

Up; D: Down; TG: Tagged; UT: Untagged;
#P: Vian-mapping; ST: Vian-stacking;
: ‘protocolTransparent-vlan;  *: Management-vian;

MAC-LRN: MAC-address learning; STAT: Statistic;
BC: Broadcast; MC: Multicast; UC: Unknown-unicast;
FWD: Forward; DSD: Discard;

vID Ports
1 UT:10GE1/0/1(D)  10GE1/0/2(D)  10GE1/0/3(D)  10GE1/0/4(D)
10 UT:GE1/0/1(D) GE1/6/2(D) GE1/6/3(U) GE1/6/4(D)
GE1/6/5(D) GE1/6/6(D) GE1/6/7(U) GE1/6/8(U)
GE1/0/9(D) GE1/0/10(D)  GE1/0/11(D)  GE1/0/12(D)
GE1/6/13(D)  GE1/6/14(D)  GE1/6/15(D)  GE/6/16(U)
GE1/6/17(D)  GE1/6/18(D)  GE1/6/19(D)  GE1/6/20(D)

GE1/6/21(D)
GE1/6/23(D)  GE1/8/24(U)

1555

VID Type  Status Property MAC-LRN STAT ~BC MC UC Description

1comon enable default enable disable FWD FWD FWD VLAN 0661
10 comon enable default enable disable FWD FWD FWD VLAN 6010
1555 camson analile dofalt aiable disable FMD KD THD WLAN 1555
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<ACS-13020-01>dis port vl

Port Link Type  PVID Trunk VLAN List Port Description
10GE1/0/1 auto 1 1-4094

10GE1/6/2 auto 1 1-4094

10GE1/0/3 auto 1 1-4094

10GE1/0/4 auto 1 1-4094

GE1/0/1 access 10 ## CONNECTION TO USER ##
GE1/6/2 access 10 ## CONNECTION TO USER ##
GE1/0/3 access 1 ## CONNECTION TO USER ##
GE1/0/4 access 1 ## CONNECTION TO USER ##
GEL/0/5 access 10 ## CONNECTION TO USER ##
GE1/0/6 access 10 ## CONNECTION TO USER ##
GE1/0/7 access 1 ## CONNECTION TO USER ##
GE1/0/8 access 1 ## CONNECTION TO USER ##
GE1/0/9 access 10 ## CONNECTION TO USER ##
GE1/6/10 access 10 ## CONNECTION TO USER ##
GE1/0/11 access 1 ## CONNECTION TO USER ##
GE1/0/12 access 1 ## CONNECTION TO USER ##
GE1/0/13 access 10 ## CONNECTION TO USER ##
GE1/6/14 access 10 ## CONNECTION TO USER ##
GE1/0/15 access 1 ## CONNECTION TO USER ##
GE1/0/16 access 1 ## CONNECTION TO USER ##
GE1/6/17 access 10 ## CONNECTION TO USER ##
GE1/6/18 access 10 ## CONNECTION TO USER ##
GE1/6/19 access 1 ## CONNECTION TO USER ##
GE1/6/20 access 1 ## CONNECTION TO USER ##
GE1/0/21 access 1 -- ## CONNECTION TO USER ##
GE1/0/22 trunk 110 ## CONNECTION TO ACS-02 ##
GE1/0/23 trunk 110 ## CONNECTION TO UPLINK ##
GE1/6/24 trunk 110 ## CONNECTION TO UPLINK ##
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<ACS-13020-01>display ip routing-table
Proto: Protocol Pre: preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : public_

Destinations : 8 Routes : 8
Destination/Mask  Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 © RO 10.132.21.1 Vianifio
10.132.21.0/24 Direct 6 © D 10.132.21.21 Vianifio
10.132.21.21/32 Direct © O D 127.0.0.1 Vianifio
10.132.21.255/32 Direct 0 © D 127.0.0.1 Vianifie
127.6.0.0/8 Direct 6 0 D 17.0.0.1 InLoopBacke
127.6.0.1/32 Direct 6 0 D 127.0.0.1 InLoopBacke
127.255.255.255/32 Direct 0 @ D 127.0.0.1 InLoopBacke
255.255.255.255/32 Direct @ © D 127.0.0.1 TnlospBacko
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<ACS-13020-01>dis current-configuration configuration user-interface

#

user-interface maxinun-vty 5

#

user-interface con @

authent ication-mode password

set authentication password cipher $1dshxyyS-[RF=M3VehsQ; XKSE" Gh>UN"ODUBDF“7D1 1 V\3SWUE™ . ~akk ;#HS

#

user-interface vty 0 4
authent ication-mode aaa
user privilege level 3
idle-tineout 5
protocol inbound ssh

#

returs
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<ACS-13020-01>dis hwtacacs-server template name mandiri

HITACACS-server template name
HITACACS-server template index
Prinary-authent icat ion-server
Prinary-authenticat ion-ipvé-server
Prinary-authorization-server
Prinary-author izat ion- ipvé-server.
Prinary-accounting-server
Prinary-accounting- ipve-server
Secondary-authent icat ion-server

Secondary-authent icat ion-ipv6-server

Secondary-author izat ion-server

‘Secondary-author izat ion-ipvé-server

Secondary-accounting-server
Secondary-account ing- ipvé-server
Third-authent ication-server
Third-authent ication- ipv6-server
Third-author ization-server
Third-author ization- ipv6-server
Third-account ing-server
Third-account ing- ipve-server
Fourth-authent icat ion-server
Fourth-authent icat ion-ipve-server
Fourth-author izat ion-server
Fourth-author izat ion-{pvé-server
Fourth-account ing-server
Fourth-account ing- ipv6-server
Current-authentication-server
Current-authent icat ion-ipv6-server
Current -authorizat ion-server
Current -author izat ion-ipve-server
Current-accounting-server

Current -account ing-ipv6-server
Source-TP-address
Source-LoopBack

Source-Vianif
Source-TPv6-address

IPv6 Source-LoopBack

TPv6 Source-Vianif

Shared-key

Quiet-interval(min)
Response-tineout-Interval(sec)
Donain- included

Traffic-unit

User name in authen-start message

: mandiri
]
10.204.224.218:49 Vrf

o vrf

10 Vrf:- Shared-key: -
10.204.224.218:49 Vrf
0 Vrf:- Shared-key: -

10 Vrf:- Shared-key: -
10.204.224 218:49 Vrt
0 urf:

s
5
No
B
No

Shared-key
° statu
‘Shared-key
Status:

statu
Shared-key
Status
Shared-key
Status:

Status
Statu:

statu

Shared-key:

shared-key:

Shared—key:

Status:UP.

Status:UP.

Status:UP.

Status:UP.

Status:UP.

Status:UP.

Status:UP.

Status:UP.

Status:UP.





image31.jpeg
<PM-04CC-AGT>stelnet 10.132.21.21

Trying 10.132.21.2% ...

Press CTRL + K to abort

Error: Failed to connect to the remote host.
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<ACS-13020-01>display acl 2010

Basic ACL 2010, 17 rules

ACL's step is 5

rule 5 permit source 10.254.9.10 © (0 times matched)

rule 10 permit source 10.254.9.11 © (0 tines matched)
rule 15 permit source 10.254.9.13 © (0 times matched)
rule 20 permit source 10.254.9.14 © (0 times matched)
rule 25 permit source 10.254.152.177 0 (0 tines matched)
rule 30 permit source 10.254.152.178 0 (0 tines matched)
rule 35 permit source 10.254.152.179 0 (0 tines matched)
rule 40 permit source 10.238.2.26 0 (0 tines matched)
rule 45 permit source 10.238.38.13 0 (0 tines matched)
rule 50 permit source 10.238.35.78 0 (0 tines matched)
rule 55 permit source 10.238.35.79 0 (16132 times matched)
rule 60 permit source 10.238.35.80 0 (0 tines matched)
rule 65 permit source 16.254.177.61 0 (0 tines matched)
rule 70 permit source 16.204.177.61 0 (0 tines matched)
rule 75 permit source 10.204.85.242 0 (0 tines matched)
rule B9 permit source 10.238.2.34 0 (0 times matched)
ik D00 it 16 Fiacs matiheds:




image33.jpeg
<ACS-13020-01>display snmp-agent community
@A

Conmuntty nam UL TR GAND3] /0¥

LTNVOK_g: (XB5. JE*en6p TPH2GN{S;_vHI!

FrPKFT, B1TUELB=" ~T#=-KSWJ4PPVCY*1\g=! 1G>STXYIF ! ey

‘Group name: %@w#11111EEIIMHITLF LU LI I7LTVOKg: (X65. JEX6pTPH2Gh{S;_VHD!11112pSE L1 111U L ITnR"GA\\P3] /0%
FrPKFT, BITUELB="~T#=-KSWA4PPIVCY*1\g=! 1G>STXYIF( {111 1ITEI11LE Iagit

Acl: 2010

Alias name: _Conmun ityAl{asName_01_64306

Storage-type? nonvolatile

Commun ity name: S@##111111EEITEE*EEL DL ITLTVOK g:00#/%L2HV! :7VrQFes’ Gz 11811 11125pSt11111UY 111 (Ty@SZ6+qQ"copdd

H.DK*,<CQ| 00P3Xr+A2P fSZ6#e66~7. fSB0<,B( -uAZ'_{SIYI1111ITIII 1111 1@t

o#/* {zHV! :7VrQFe6' 02" 118! U1 111(Ty@sZ6+90"copad

gk

Group name: @1 ! THHI7LTRVOK g
H.DK¥, <CQ 00P3Xr+a2P fSZ6#e66~Z. fSBo<,B(-uAZ' {93!
Acl: 2011
Alias name: _Conmun ityAl{asName_02_42306
Storage-type? nonvolatile
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<PM-04CC-AGT>telnet 10.132.21.21

Trying 10.132.21.23 ...

Press CTRL+K to abort

Error: Failed to connect to the remote host.
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<ACS-13020-01>dis cur configuration | i info-center

info-center source default channel 0 log level critical

info-center source default channel 4 Tog level informational
info-center loghost source Vianif1o

info-center loghost 10.264.9.23

info-center loghost 10.204.52. 184 level informational

info-center loghost 10.254.52.184 level informational

info-center loghost domain gradar.Supporting.corp.banknandiri.co.id level informational
info-center tinestamp debugging format-date precision-tine tenth-second
info-center tinestamp log format-date precision-tine millisecond
info-center logbuffer size 1024

info-center logfile compression 1zma




