

Instalasi DHCP Server pada Controller

1. Pastikan sudah berada pada satu segment.
2. Pastikan Mounting CDROM sudah terpasang
3. Cek nama Ethernet Card dengan ketik perintah : ip a

[image: ]

Berdasarkan hasil maka nama ethernetnya adalah ens33 atau enp2s1

4. Pastikan IP pada controller sudah sesuai dengan soal dengan cara ketik : ip a

[image: ]

5. Ketik perintah :
[image: ]

6. Lakukan konfigurasi dengan cara mengetik :
[image: ]

Cari kalimat A slightly …
[image: ]

Kemudian rubah menjadi …
[image: ]
[image: ]



Kemudian pastikan ens33 terdaftar pada default dengan cara ketik :
[image: ]

[image: ]

Isi nilai “”” menjadi “ens33”


[image: ]

Dan hasilnya 
[image: ]
[image: ]

Instalasi Web Server


1. Ketik perintah :

[image: ]

2. Ketik alamat IP pada peramban di client operator 
192.168.69.2

Rubah isi dari index.html dengan perintah
[image: ]

Maka hasilnya

[image: ]



Apabila instalasi aplikasi tidak berjalan mulus maka harus ada yang dirubah pada repositorynya :

[image: ]


[image: ]

Aktifkan tanda pagar pada area yang dikotakkan menjadi seperti ini :
[image: ]

Maka masalah tersebut terselesaikan.


Instalasi ANSIBLE

1. Ketik perintah :
[image: ]

Tunggu prosesnya sampai selesai

2. Ketik perintah :
[image: ]

3. Ketik perintah :
[image: ]
 Rubah untuk IP controller dan IP web

[image: ]
menjadi
[image: ]
		Kemudian disave.
4. Ketik perintah :
[image: ]

Kemudian isi menjadi :
[image: ]

Kemudian disimpan

5. Ketik perintah :
[image: ]

Isi nilainya menjadi
[image: ]



6. Ketik perintah :
[image: ]
 		Rubah nilainya 
[image: ]

7. Aktifkan user ops pada hostnamenya.
[image: ]
[image: ]

8. Pastikan install ssh pada semua server dan client ( controller,web , dan di operator )
Dengan cara ketik perintah : apt install ssh -y ( sebagai root )
[image: ]
[image: ]
[image: ]

9. Pastikan pada controller dan web sudah membuat user ops dengan cara ketik :
[image: ]
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10. Ketik perintah :
[image: ]

Enter 2 kali untuk proses selanjutnya sampai muncul keygennya
[image: ]




11. Ketik perintah :
[image: ]


12. Ketik perintah :
[image: ]
[image: ]

13. Isi zona ketik perintah :
[image: ]
Isi nilainya menjadi 
[image: ]

Di save

14. Isi rubah pada file named.conf.slave

[image: ]

Rubah nilainya 
[image: ]

15. Ketik perintah :
[image: ]
Rubah isinya menjadi :
[image: ]

16. Saatnya jalankan ansible playbook dengan perintah :

[image: ]
Apabila muncul error maka cek tabulasi pada yaml nya

Apabila dijalankan ansiblenya dan berwarna merah :
[image: ]

Maka harus meng install sudo pada web  dan controller dengan perintah :
[image: ]
[image: ]

Kemudian ketik perintah 
[image: ]

Baru jalankan ansiblenya

[image: ]
Maka ansible berjalan

Cek pada controller dengan perintah 
[image: ]


Cek pada web dengan perintah :
[image: ]


Langkah berikutnya jalankan yang dns
[image: ]

Cara mengetes DNS berjalan :
Buka browser pada operator ketik :
Cometstar.net.id

[image: ]

Day

1. Ketik perintah pada server :
[image: ]

Ikuti proses installnya

[image: ]
[image: ]

Tunggu proses instalasinya sampai selesai

2. Ketik perintah :
[image: ]

[image: ]
[image: ]
[image: ]
[image: ]
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[image: ]

[image: ]

[image: ]

[image: ]

3. Ketik perintah :
[image: ]

Isi nilainya menjadi :
( Tambahkan di baris akhir )

[image: ]

4. Ketik perintah :
[image: ]

Rubah nilainya menjadi :
		    [image: ]

5. Ketik perintah :
[image: ]

Rubah nilainya menjadi :

[image: ]

6. Ketik perintah :
[image: ]

 Rubah nilainya menjadi :
[image: ]

7. Ketik perintah :
[image: ]

8. Install mariadb

[image: ]
Tunggu sampe selesai

[image: ]

Tunggu sampe selesai

[image: ]

[image: ]

Isi password ( password )
[image: ] 

9. Ketik perintah :
[image: ]
Rubah nilainya menjadi :


[image: ]

10. Ketik perintah :

[image: ]

[image: ]
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Rubah nilainya menjadi :

[image: ]

11. Ketik perintah :
 [image: ]

12. Ketik perintah :
[image: ]

13. Buka browser pada operator 
[image: ]

[image: ]Isi nama user yang sudah dibuat

[image: ]

Kirim pesan

[image: ]

Pastikan ada pesan Successful berwarna hijau
[image: ]


Konfigurasi PROFTPD

1. Ketik perintah :
[image: ]

2. Ketik perintah :
[image: ]

Rubah nilainya menjadi :

[image: ]

3. Masuk ke server operator

Ketik perintah :

[image: ]

Tunggu sampe selesai

[image: ]
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# dhcpd. conf
#

# sample configuration file for 1SC dhepd
#

# option definitions common to all supported netuorks...

option domain-name "cometstar.net.id";
option domain-name-servers 192.168.69.1, 192.168.69.2;

default-lease-time 600;
max-lease-time 7200;
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root@ueb:™# apt install proftpd
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+™# nano setc/proftpd/proftpd.conf_
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# Use this to jail all users in their homes
DefaultRoot™
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ops@operator:~$ sudo apt install filezillaj}
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Status: Retrieving directory listing...
Status: Directory listing of “/home/user001" successful
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Filename A Filesize Filetype Las Filename A Filesize Filetype  Last modifie
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# A slightly different configuration for an internal subnet.
subnet 192.168.69.0 netmask 255.255.255.0 §
range 192.168.69.2 192.168.69.25
option domain-name-servers 192.168.69.1, 192.168.69.2;
option domain-name "cometstar.net.id'";
option routers 192.168.63.1;
option broadcast-address 192.168.69.255;
default-lease-time 600;
max-lease-tine 72003

Hosts which require special configuration options can be listed in
host statements. If no address is specified, the address will be
allocated dynamically (if possible), but the host-specific information
will still come from the host declaration.

host web {

harduare ethernet 00:0C:
fixed-address 192.168.69.2;
H

L9:67;

host operator

harduare ethernet 00:0C:29:21:EE:C0;
fixed-address 192.168.69.
H
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root@controller:™# nano /etc/default/isc-dhcp-server_
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# Defaults for isc-dhcp-server (sourced by /etcsinit.dsisc-dhep-server)

# Path to dhepd's config file (default: setc/dhep/dhepd.conf)
#DHCPDY4_CONF=/etc/dhep/dhopd . conf
#DHCPDYE_CONF=/etc/dhep/dhopde . conf

# Path to dhepd's PID file (default: svarsrunsdhepd.pid)
#DHCPDY4_PID=/var/run/dhcpd. pid
#DHCPDYE_P ID=/var/run/dhends . pid

# Additional options to start dhepd with
# Don't use options -cf or -pf here; use DHCPD_CONF/ DHCPD_PID instead
HOPTIONS=""

# 0n what interfaces should the DHCP server (dhcpd) serve DHCP requests?
# Separate multiple interfaces with spaces, e.g. “etho ethi”
INTERFACESV4=""

INTERFACESVE=""
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# Defaults for isc-dhcp-server (sourced by /ete/init.d/isc-dhep-server)

# Path to dhepd's config file (default: setc/dhep/dhepd.conf)
#DHCPDY4_CONF=/etc/dhep/dhopd . conf
#DHCPDYE_CONF=/etc/dhep/dhopde . conf

# Path to dhepd's PID file (default: svarsrunsdhepd.pid)
#DHCPDY4_PID=/var/run/dhcpd. pid
#DHCPDYE_P ID=/var/run/dhends . pid

# Additional options to start dhepd with

# Don't use options -cf or -pf here; use DHCPD_CONF/ DHCPD_PID instead
HOPTIONS=""

# 0n what interfaces should the DHCP server (dhcpd) serve DHCP requests?
# Separate multiple interfaces with spaces, e.g. “etho ethi”
INTERFACESv4="ens33"

INTERFACESVE=""
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root@ueb:™“# service networking restart
root@ueb:™# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
ineté ::1/128 scope host
valid_lft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP group default glen 10
00

link/ether 00:0c:29:fd:c9:67 brd ff:ff:ff:ff:ff:ff
altnane enp2si
inet 192.168.69.2/24 brd 192.168.69.255 scope global dynamic ens33
valid_lft 420sec preferred_lft 420sec
inet6 fes0::20c:29ff:fefd:c967/64 scope link
valid_lft forever preferred_lft forever
rooteueb: ¥ _
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yvome X [ convoler x| web x| [I2 operator X || [jwebaex X

Terminal -

: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_ fast state UP

group default glen 1000

link/ether 00:0c:29:21:ee:cO brd ff:ff:ff:ff:ff:ff

altname enp2sl

inet 192.168.69.3/24 brd 192.168.69.255 scope global dynamic noprefixroute
ens33

valid _Llft 542sec preferred lft 542sec
inet6 fe80::9b7:ab2b:6474:692/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
root@operator:~# ip a
1: lo: <LOOPBACK,UP,LOWER _UP> mtu 65536 qdisc noqueue state UNKNOWN group defa
ult gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP
group default qlen 1000
link/ether 00:0c:29:21:ee:cO brd ff:ff:ff:ff:ff:ff
altname enp2sl
inet 192.168.69.3/24 brd 192.168.69.255 scope global dynamic noprefixroute
ens33
valid 1ft 564sec preferred 1ft 564sec
inet6 fe80::9b7:ab2b:6474:692/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
root@operator:~# |
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root@ueb:™# apt install apache2 _
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echo "<h1>Welcome to Night sky</h1>" > /var/www/html/index.html
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root@ueb:“# nano /etc/apt/sources.list
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[Debian GNU/Linux 11.6.0 _Bullseye 20221217-10:40] / bul)

deb cdrom: [Debian GNU/Linux 11.6.0 _Bullseye_ - Official amd64 DLED Binary-1 20221217-10:40]/ bullsf

deb http://security.debian.org/debian-security bullseye-security main contrib
deb-sre http:s/security.debian.orgsdebian-security bullseye-security main contrib

bullseye-updates, to get updates before a point release is made

see https://uww.debian.org/doc/manuals/debian-reference/cho2. en. html#_updates_and_backports
A network mirror was not selected during install. The following entries

are provided as examples, but you should amend them as appropriate

for your mirror of choice.

deb http://deb.debian.org/debian/ bullseye-updates main contrib
deb-src http:s/deb.debian.org/debians bullseye-updates main contrib
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ullseye

deb cdrom: [Debian GNU/Linux 11.6.0 _Bullseye_ - Official amd64 DLED Binary-1 20221217-10:40]/ bullsf

#deb http://security.debian.org/debian-security bullseye-security main contrib
#deb-src http://security.debian.org/debian-security bullseye-security main contrib

bullseye-updates, to get updates before a point release is made

see https://uww.debian.org/doc/manuals/debian-reference/cho2. en. html#_updates_and_backports
A network mirror was not selected during install. The following entries

are provided as examples, but you should amend them as appropriate

for your mirror of choice.

deb http://deb.debian.org/debian/ bullseye-updates main contrib
deb-src http:s/deb.debian.org/debians bullseye-updates main contrib
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root@operator:~# apt install ansible
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root@operator:~# usermod -a -G opsfl
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rootéoberator:~# nano /etc/hosts
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R Home

5! Controller [fweb % | [ Operator
% Applications - B Terminal -
Terminal -

GNU nano /etc/hosts
127.0.0.1] localhost
127.0.1.1 controller

# The following lines are desirable for IPv6 capable hosts
pil localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters
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R Home X || [ [ 77 Operator
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/etc/hosts
192.168.69.1 controller
192.168.69.21 web

pil localhost ip6-localhost ip6-loopback
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
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root@operator:~# nano /home/ops/hosts.ini




image25.png
plications =/ B Terminal -

Terminal -

Terminal Tabs He

GNU 0 5 /home/ops/hosts.ini

controller
webl]




image26.png
rootéoberator:-# nano /home/obs/c reate 300 users.yamlf]
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b Home

[ web % |[F Operator

BN Terminal -

53 Controler

Terminal -

t al T

GNU nano 5.4 /home/ops/create 300 users.yaml *

- name: Create 300 users
hosts: servers
become: yes
gather_facts: no

LN
- name: Create 300 users

user:
name: "user{{ '%03d' | format (item) }}"
password: "{{ 'password' | password_hash('sha512') }}"
home: "/home/user{{ '%03d' | format (item) }}"

loop: "{{ range(0,300) }}"

asyn: 60

poll: off
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root@operator:~# nano /home/ops/dns server.yaml
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@ Home X || [52 Controller 52 weo % |5 Operator

BN Terminal -

Terminal -

File Edit V ferminal k
GNU no 5 /home/ops/dns_serve aml
create dns_server]
hosts: servers
become: yes
tasks:

- name : Install bind9

apt:

name: bind9
state: latest

- name: Copy DNS Database
copy: src=db.internal dest:
when: "{{inventory hostnam

etc/bind/db.internal
='controller'}}"

- name: Copy DNS Master Config
copy: src=named.conf.master dest=/etc/bind/named.conf.local
when: "{{inventory hostname=='controller'}}"

- name: Copy DNS Slave Config
copy: src=named.conf.slave dest=/etc/bind/named.local
when: "{{inventory_hostname=='web'}}"

- name: Restart the bind9 service

[ | service:
3 Where Is A Cut Bl Execute
Replace Y Paste B Justify

Help QY Write Out
@ Exit Ml Read File
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root@operator
Passwor

login ops
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Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
ops@operator:~$ |
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# apt install ssh_




image33.png
root@ueb:"# apt install ssh
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ops@operatgr:-s sudorapt install ssh
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root@controller:™# adduser ops
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root@web:"# adduser ops
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ops@operato

'ssh-keygen
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R Home

5! Controller

IR
Terminal - ops@operator:

00=00 |
+----[SHA256]-----+
ops@operator:~$ ssh-copy-id controller
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/ops/.ssh/
id_rsa.pub"
The authenticity of host 'controller (192.168.69.1)' can't be established.
ECDSA key fingerprint is SHA256:R9KWUiX9aZS+FOgqrmtqX8/+ig0SjovBzPxoS0IYGYo.
Are you sure you want to continue connecting (yes/no/[fingerprint])? y
Please type 'yes', 'no' or the fingerprint: yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filte
r out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prom
pted now it is to install the new keys
ops@controller's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'controller'"
and check to make sure that only the key(s) you wanted were added.

ops@operator:~$ |
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[ops@operator:~$ ssh-copy-id web

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/ops/.ssh
/id_rsa.pub"

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filt|
ler out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are pro
Impted now it is to install the new keys

ops@web's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'web'"
and check to make sure that only the key(s) you wanted were added.

e An e et
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opséopera_tsa}:% sudo_apt_ install bind9 B
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ops@operator:~$ cp /etc/bind/db.local /home/ops/db.internal
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root@operator:/home/ops# nano named.conf.masterjly




image43.png
one "cometstar.net.id" {
type master;
file "/etc/bind/db.internal";
allaw-transfer { 192.168.69.2; };
also-notify { 192.168.69.2; };

b
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root@operator:/home/ops# nano named.conf.slavel
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one "cometstar.net.id" {
type slave;
file "/var/cache/bind/db.internal”;
masters { 192.168.69.1; };
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2: ens33: <BROADCAST,MULTICAST> mtu 1500 gdisc noop state DOWN group default glen 1000
Link/ether 00:0c:23:60:e1:9e brd Ffff:ff:ffffff
altname enp2sl
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|root@operatnr:/home/opsx nano ab.internal
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GNU nano 5.4 db.internal *
; BIND data file for local loopback interface

STTL 604800
@ IN SOA cometstar.net.id. root.cometstar.net.id. (
2 ; Serial
604800 i Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL

S cometstar.net.id.
192.168.69.2
192.168.69.2
192.168.69.2
192.168.69.11
192.168.69.2
192.168.69.3
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lops@operator:~$ ansible-playbook -i hosts.ini -K create 300 users.yaml]]
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r\n", "module_stdout": "/bin/sh: 1: sudo: not found\r\n", "msg": "MODULE FA
ILURE\nSee stdout/stderr for the exact error", "rc": 127}

failed: [web] (item=21) => {"ansible_loop_var": "item", "changed": true, "i
tem": 21, "module_stderr": "Shared connection to web closed.\r\n", "module_
stdout”: "/bin/sh: 1: sudo: not found\r\n", "msg": "MODULE FAILURE\nSee std
jout/stderr for the exact error", "rc": 127}

failed: [web] (item=22) {"ansible loop_var": "item", "changed": true, "i
tem": 22, "module_stderr": "Shared connection to web closed.\r\n", "module_
stdout”: "/bin/sh: 1: sudo: not found\r\n", "msg": "MODULE FAILURE\nSee std
jout/stderr for the exact error", "rc": 127}

failed: [controller] (item=22) => {"ansible loop_var": "item", "changed": t
rue, "item": 22, "module stderr": "Shared connection to controller closed.\
r\n", "module_stdout": "/bin/sh: 1: sudo: not found\r\n", "msg": "MODULE FA
ILURE\nSee stdout/stderr for the exact error", "rc": 127}

failed: [web] (item=23) => {"ansible loop var": "item", "changed": true, "i
tem": 23, "module_stderr": "Shared connection to web closed.\r\n", "module_
stdout": "/bin/sh: 1: sudo: not found\r\n", "msg": "MODULE FAILURE\nSee std
jout/stderr for the exact error", "rc": 127}

failed: [controller] (item=23) => {"ansible loop_var": "item", "changed": t
rue, "item": 23, "module stderr": "Shared connection to controller closed.\
r\n", "module_stdout": "/bin/sh: 1: sudo: not found\r\n", "msg": "MODULE FA
ILURE\nSee stdout/stderr for the exact error", "rc": 127}

[*C [ERROR]: User_interrupted execution

L cRnnaratar. &
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root@ueb:™# apt install sudo
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root@controller:™# apt install sudo
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root@ueb:™# usermod -a -G sudo ops_
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changed: [controller] => (item=3)

changed: [controller] => (item=4)
changed: [web] => (item=4)
changed: [web] => (itel
changed: [controller] (item=5)
changed: [controller] (item=6)
changed: [web] => (item=6)
changed: [controller] => (item=7)
changed: [web] => (item=7)
changed: [controller] (item=8)
changed: [web] => (item=8)
changed: [controller] => (item=9)
changed: [web] => (item=9)
changed: [controller] (item=10)
changed: [web] => (item=10)
changed: [controller] => (item=11)
changed: [web] => (item=11)
changed: [controller] (item=12)
changed: [web] => (item=12)
changed: [controller] => (item=13)
changed: [web] => (item=13)
changed: [controller] (item=14)
changed: [web] => (item=14)
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# This file describes the netuork interfaces available on your system
# and how to activate them. For more information, see interfaces(s).

source /etc/netuork/interfaces.d/x

# The loopback network interface
auto 1o
iface lo inet loophack

# The primary netuork interface

auto ens33

iface ens33 inet static
address 192.168.69.1/24
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controller

DNS Slave CONFig] *F#ssssssskhasssss khhrrshsskkhasrsthsskkrasnss

: conditional statements should not include jinja2 templating
such as {{ }} or {% %}. Found: {{inventory_hostname=="'web'}}
: conditional statements should not include jinja2 templating
such as {{ }} or {% %}. Found: {{inventory_hostnam web'}}
[controller]
changed: [web]

[TASK [Restart the bind9 service] kst mst btk kasthhtkhidktastss
p.

changed: [controller]
changed: [web]

PLAY RECAP 4 kbbb bk ok ook ok kR R K K K

: ok=5 changed=4 unreachable=0 failed=0
skipped=1 rescued=0 ignored=0
web 1 ok=4 changed=3 unreachable=0 failed=0
skipped=2 rescued=0 ignored=0

lops@operator:~s i
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root@ueb:"# apt install postfix dovecot-imapd dovecot-pop3d_
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1 Postfix Configuration ———

Please select the mail server configuration type that best meets your needs.

No configuration:

Should be chosen to leave the current configuration unchanged.

Internet site:

Mail is sent and received directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by rumning a utility such

as fetchmail. Outgoing mail is sent using a smarthost.

satellite system:

ALl mail is sent to another machine, called a 'smarthost', for delivery.
Local only:

The only delivered mail is the mail for local users. There is no netuork.

General tupe of mail configuration:

No_conf Jﬁurat jon

Internet with smarthost
satellite system
Local only

<0k> <Cancel>
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{ Postfix Configuration |
The "mail name" is the domain name used to “qualify" _ALL_ mail addresses without a domain
name. This includes mail to and from <root>: please do not make your machine send out mail
from root@example.org unless root@example.org has told you to.

This name will also be used by other programs. It should be the single, fully gualified
domain name (FODN) .

Thus, if a mail address on the local host is foo@example.org, the correct value for this
option would be example.org.

System mail name:

<ok> <cancel>





image61.png
root@ueb:"# dpkg-reconfigure postfix
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1 Postfix Configuration ———

Please select the mail server configuration type that best meets your needs.

No configuration:

Should be chosen to leave the current configuration unchanged.

Internet site:

Mail is sent and received directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by rumning a utility such

as fetchmail. Outgoing mail is sent using a smarthost.

satellite system:

ALl mail is sent to another machine, called a 'smarthost', for delivery.
Local only:

The only delivered mail is the mail for local users. There is no netuork.

General tupe of mail configuration:

No_conf Jﬁurat on

Internet with smarthost
satellite system
Local only

<0k> <Cancel>
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1 Postfix Configuration F
The "mail name" is the domain name used to "qualify” ALL_ mail addresses without a domain
name. This includes mail to and from <root>: please do not make your machine send out mail
from root@example.org unless root@example.org has told you to.

This name will also be used by other programs. It should be the single, fully qualified
domain name (FGDN) .

Thus, if a mail address on the local host is foo@example.org, the correct value for this
option would be example.org.

System mail name:

<o) <cancel>
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{ Postfix Configuration |
Mail for the 'postmaster', ‘root', and other system accounts needs to be redirected to the
user account of the actual system administrator.

If this value is left empty, such mail will be saved in svar/mail/nobody, which is not
recommended .

Mail is not delivered to external delivery agents as root.

If you already have a /etc/aliases file and it does not have an entry for root, then you
should add this entry. Leave this blank to not add one.

Root and postmaster mail recipient:

<ok> <cancel>
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Postfix Configuration
Please give a comma-separated list of domains for which this machine should consider itself
the final destination. If this is a mail domain gateway, you probably want to include the
top-level domain.

Other destinations to accept mail for (blank for none):

<Ok> <Cancel>
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rootécontrolle

:™# apt install isc-dhcp-server_
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{ Postfix Configuration

If sunchronous updates are forced, then mail is processed more slowly. If not forced, then
there is a remate chance of losing some mail if the system crashes at an inopportune time,

and you are not using a journaled filesystem (such as ext3).

Force synchronous updates on mail gueue?

<Yes> o))
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Postfix Configuration
Please specify the network blocks for which this host should relay mail. The default is just
the local host, which is needed by some mall user agents. The default includes local host
for both IPv4 and IPv6. If just connecting via one IP version, the unused value(s) may be
renoved.

If this host is a smarthost for a block of machines, you need to specify the netblocks here,
or mail will be rejected rather than relayed.

To use the postfix default (which is based on the connected subnets), leave this blank.

Local netuworks:

<0k> <cancel>
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Postfix Configuration
Please specify the limit that Postfix should place on mailbox files to prevent runaway
softuare errors. A value of zero (0) means no limit. The upstream default is 51200000.

Mailbox size limit (bytes):

<Dk> <cancel>
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Postfix Configuration
Please choose the character that will be used to define a local address extension.

To not use address extensions, leave the string blank.

Local address extension character:

<Cancel>
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Postfix Configuration
By default, whichever Internet protocols are enabled on the system at installation time will
be used. You may override this default with any of the following:

all : use both IPv4 and IPv6 addresses;

ipvé: listen only on IPv6 addresses;

ipvd: listen only on IPv4 addresses.

Internet protocols to use:

all

-]

<0k> <cancel>
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root@ueb:™# nano /etc/postfix/main.cf_




image72.png
smtpd_relay_restrictions = permit_mynetworks permit_sasl_authenticated defer_unauth_destination
myhostname = web

alias_maps = hash:/etc/aliases

allas_database = hash:/etc/aliases

myorigin = /etc/mailname

mydestination = mail.cometstar.net.id, cometstar.net.id, web, localhost.localdomain, localhost
relaghost =

mynetworks = 127.0.0.0/8 [::ff:127.0.0.0]/104 [::1]/128 192.168.69.0/24

mailbox_size_limit = 0

recipient_delimiter
inet_interfaces = all
inet_protocols = ipvd
home_mailbox = Maildir/_

+
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root@ueb:™“# nano setc/postfix/master.cf
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Postfix master process configuration file. For details on the format
of the file, see the master(S) manual page (command: "man S master’ or
on-line: http://www.postfix.org/master.S.html).

Do not forget to execute "postfix reload” after editing this file.

service type private unpriv chroot wakeup maxproc command + args
(yes)  (yes)  (no) (never) (100)

ST e

smtp inet n - y - - smtpd
#smtp inet n - y - 1 postscreen
gsmtpd  pass - - y - - stpd
#dnsblog  unix - - y - 0 dnsblog
gtlsproxy unix - - y - 0 t1sproxy

submission inet n - y - - smtpd
# -0 syslog_name=postfix/submission
-0 smtpd_tls_security_level=encrypt
-0 smtpd_sasl_auth_enable=yeshHH index /var/uwuw/index/index.html
-0 smtpd_tls_auth_only=yes
-0 smtpd_reject_unlisted_recipient=no
-0 smtpd_client_restrictions=$mua_client_restrictions
-0 smtpd_helo_restrictions=smua_helo_restrictions
-0 smtpd_sender_restrictions=$mua_sender_restrictions
-0 smtpd_recipient_restrictions=
-0 smtpd_relay_restrictions=permit_sasl_authenticated,reject
-0 milter_macro_daemon_name=0RIGINATING
smtps iret n - Y - - smtpd
# -0 syslog_name=postfix/smtps
-0 smtpd_tls_wrappermode=yes
-0 smtpd_sasl_auth_enablezyes
# -0 smtpd_reject_unlisted_recipient=no

ST e
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root@ueb:™# nano /etc/dovecot/conf.d/10-mail.conf _
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root@controller:™# nano /etc/dhen/dhepd. conf_
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-
# <doc/wiki/Maillocat ion. txt>

#

mail_location = maildir:“/Maildir
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root@uweb:™# nano /etc/dovecot/conf.d/10-ssl.conf
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# SSL/TLS support: yes, no, required. <doc/wiki/SSL.txt>
ssl = yes

# PEM encoded X.509 SSL/TLS certificate and private key. They're opened before
# dropping root privileges, so keep the key file unreadable by anyone but

# root. Included doc/mkcert.sh can be used to easily generate self-signed

# certificate, just make sure to update the domains in dovecot-openssl.cnf
ssl_cert = </etc/dovecot/private/dovecot .pem

ssl_key = </etc/dovecot/private/dovecot.key
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root@ueb:“# service postfix restart
root@ueb:~# service dovecot restart
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root@ueb:™# apt install mariadb-server -y
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root@ueb:™# apt install roundcube -u_
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Configuring roundcube-core

The roundcube package must have a database installed and configured before it can be used.
This can be optionally handled with dbconfig-common.

If you are an advanced database administrator and know that you want to perform this
configuration manually, or if your database has already been installed and configured, you
should refuse this option. Details on what needs to be done should most likely be provided
in susr/share/doc/roundcube.

Otherwise, you should probably choose this option.

Configure database for roundcube with dbconfig-common?

<No>
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1 Configuring roundcube-core
Please provide a passuord for roundcube to register with the database server. If left blank,
a random passuord will be generated.

MySQL application password for roundcube:

<0k> <cancel>
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r—1 Configuring roundcube-core ——

Password confirmation:

<0k> <cancel>
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root@uweb:™# nano /etc/roundcube/config.inc.php _
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# A slightly different configuration for an internal subnet.
#subnet 10.5.5.0 netmask 255.255.255.224 {

range 10.5.5.26 10.5.5.30;

option domain-name-servers nsi.internal.example.org;
option domain-name "internal.example.org”;

option routers 10.5.5.1;

option broadcast-address 10.5.5.31;

default-lease-time 600;

max-lease-time 72003
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// %t - hostname without the first part

7/ %4 - domain (http hostname $_SERVER['HTTP_HOST'] without the first part)

/7 %s - domain name after the '@’ from e-mail address provided at login screen
// For example % = mail.domain.tld, %t = domain.tld

sconfig['default_host'] = 'mail.cometstar.net.id's;

/7 SMTP server host (for sending mails).

/7 Enter hostname with prefix ssl:// to use Implicit TLS, or use
/7 prefix tls:// to use STARTTLS.

/7 Supported replacement variables:

/7 %h - user's IMAP hostname

// %0 - hostname ($_SERVER ['SERVER_NAME'])

#/ %t - hostname without the first part

/7 %d - domain (http hostname $_SERVER['HTTP_HOST'] without the first part)
// %z - IMAP domain (IMAP hostname without the first part)

// For example % = mail.domain.tld, %t = domain.tld
sconfig['smtp_server'] = 'mail.cometstar.net.id';

/7 SMTP port. Use 25 for cleartext, 465 for Implicit TLS, or 587 for STARTILS (default)
sconfig['smtp_port'] = 25;

/7 SMTP username (if reguired) if you use %u as the username Roundcube
/7 will use the current username for login
sconfigl'smtp_user'] = "5

/7 SMTP password (if reguired) if you use %p as the password Roundcube
// will use the current user's password for login
sconfig('smtp_pass'] = '1;

// provide an URL where a user can get support for this Roundcube installation
// PLEASE DO NOT LINK TO THE ROUNDCUBE.NET WEBSITE HERE!
sconfig['support_url'] = '';
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root@uweb:~# cd setc/apache2/sites-available
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root@ueb:/etc/apache2/sites-available# cp 000-default.conf mail.conf
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root@ueb:/etc/apache2/sites-avallable# nano mail.conf_
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<Virtualhost *:80>
# The ServerName directive sets the reguest scheme, hostname and port that
# the server uses to identify itself. This is used uhen creating
# redirection URLS. In the context of virtual hosts, the ServerName
# specifies uhat hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
#
#
s

value is not decisive as it is used as a last resort host regardless.
Houever, you must set it for any further virtual host explicitly.
erverName mail.cometstar.net. id

serverfdmin webmaster@cometstar.net. id
DocumentRoat /var/1ib/roundcube/public_html_

# fvallable loglevels: traced, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#Loglevel info ssl:uarn

ErrorLog ${APACHE_LOG_DIR}/error. log
CustomLog ${APACHE_LOG_DIR}/access. log combined

# For most configuration files from conf-available/, which are
# enabled or disabled at a global level, it is possible to
# include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only
# after it has been globally disabled with "azdisconf”.
#Include conf-available/serve-cgi-bin.conf
</VirtualHost>

# vim: syntax=apache ts=¢ sw=4 sts=4 sr noet
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:/etc/apache2/sites-available# a2ensite mail.conf
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root@ueb:/etc/apache2/sites-available# service apache2 restart
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& Roundcube Webmail :: ' X | +

€ > C O & mail.cometstar.net.id
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This connection is not secure.
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compromised. Learn More
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