Draft Soal Client Server Debian Kelas XII
Description
You will set up a small test lab with 2 servers and 1 client using virtualization software, using Debian 11. Attached are the needed credentials and topology information.
Credentials
Web & Controller
· Username: root
· Password: password
Operator	
· Username: client
· Password: password
Basic configuration
Make sure all servers have the right IP as attached in the appendix, connect them with internal networking
Services
Ansible
Create an inventory and playbook in your user home directory. Create 300 users on Web and configure DNS on Controller. Run everything from Operator
DHCP
Make sure Web and Operator can get IP from Controller automatically with correct nameserver and static lease according to appendix.
DNS
Configure Controller as master DNS and Web as slave DNS, use cometstar.net.id as domain, check if both are accessible using tools on Operator.


Email
Configure Web as centralized mail server using Postfix and Dovecot that supports SMTP and IMAP using negotiable TLS.
· Use the domain cometstar.net.id as the domain for mail server and mail.cometstar.net.id for Roundcube web mail
· You can use Snakeoil Self-signed SSL Certificate for quicker encryption security deployment.
Web
Configure Web with Apache as the server application with the following:
· Make sure page when opened shows Welcome to the night sky
· Use Snakeoil Self-signed SSL Certificate and import the certificate into Operator client web browser.
File Sharing (FTP)
Configure Web with any FTP server that uses UNIX authentication. Make sure user home is root.
Appendix
	Hostname
	IP
	OS

	Controller
	192.168.69.1/24 (Static)
	Debian 11 CLI

	Web
	192.168.69.2/24 (DHCP)
	Debian 11 CLI

	Operator
	192.168.69.3/24 (DHCP)
	Debian 11 GUI



Topology
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Console

®

GNS3 management console
Running GNS3 version 2.2.42 on Windows (646it) with Python 3.10.11Qt 5.15.2and PYQt 5.15.7.
Copyright () 2006-2023 GNS3 Technologes.

Use Help -> GNS3 Doctor to detect common isues.
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